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Meaning

A container for storing objects (data + metadata)

The actual data file stored in S3 (plus metadata)

The unique name (path) for an object in a bucket

The AWS location where your bucket is created

A folder-like structure to organize objects
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Amazon S3 Use cases
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% Nasdaq

Nasdaq stores 7 years of
data into S3 Glacier

Sysco

Sysco runs analytics on
its data and gain business
Insights
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Amazon S3 - Buckets
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Amazon S3 - Objects
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S3 Bucket
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Amazon S3 Hands On

Go to AWSSGamssdhl Amazon S

_ . ) aws-twinkle-v4 (2355-6299-1793) v
Al @) ] Asia Pacific (Mumbai) v i kls

Elastic Bd @ @

. Gateways
Elastic Bes Features ® Storage Gateway feature e Py
Services
Resources h i @
Documentation
Change histo Knowledge articles

Marketplace

Applications

Environmentq

Services C I . c k Show more | ARN v |

fl s3

Blog posts Scalable Storage in the Cloud

Events

Tutorials Top features

rﬂﬁ AWS Transfer Family
Fully managed support for SFTP, FTPS, FTP, and AS2

Were these results helpful?
| 53 Glacier

* Archive Storage in the Cloud
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Amazon S3

General purpose buckets

Directory buckets

Table buckets

Vector buckets Preview

Access Grants

Access Points (General Purpose
Buckets, FSx file systems)

Access Points (Directory Buckets)
Object Lambda Access Points

Multi-Region Access Points

Batch Operations

IAM Access Analyzer for S3

Block Public Access settings for

bt L

Amazon S3
. Every object in 53 is stored in a bucket.
Sto re a n d retrl eve a ny To upload files and folders to S3, you'll
need to create a bucket where the

amount of data fr?m abjctswil e stored.
Cli ck
anywhere

Create a bucket

bucket

Pricing
How it wo,rks With S3, there are no minimum fees.
You only pay for what you use. Prices are
v _ | based on the location of your S3 bucket.
Amazon 53 > Buckets > Create bucket ® £ @®

General configuration https://www.vyoutube. com/ @t

AWS Region

Asia Pacific (Mumbai) ap-south-1 S e I ect G ener a I p ur p os e

Bucket type Info

o General purpose Directory

Recommended for most use cases and access patterns. General purpose buckets are the original Recommended for low-latency use cases. These buckets use only the S3 Express One Zone

S3 bucket type. Th ¢ ts across storage class, which provides faster processing of data within a single Availability Zone

multiple Availability Zones.

Bucket name Info @ E Nn t er B Uudc k e t

twinkle-aws-bucket

2y allow a mix of storage classes that redundantly store obje

Bucket names must be 3 to 63 characters and unique within the global namespace. Bucket names must also begin and end with a letter or number. Valid characters are a-z, 0-9, periods (), and hyphens (-). Learn
More B

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied

Choose bucket

Format: s3://bucket/prefix




= AmazonS3 > Buckets > Create bucket ® ﬂ e

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists (ACLs). Object ownership determines who can specify access to objects.

© ACLs disabled (recommended) () ACLs enabled
All objects in this bucket are owned by this account. Access to this bucket and its objects is Objects in this bucket can be owned by other AWS accounts. Access to this bucket and its objects
specified using only policies. can be specified using ACLs.

Object Ownership ‘

Bucket owner enforced S e I ect t h I S

Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to ensure that public access to this bucket and its
objects is blocked, turn on Block all public access. These settings apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before
applying any of these settings, ensure that your applications will work correctly without public access. If you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more [2

Block all public access
Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one anaother.

Block public access to buckets and objects granted through new access control lists (ACLs)

= AmazonS3 > Buckets > Create bucket ® §# @&

Bucket Versioning
Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your
Amazon 53 bucket. With versioning, you can easily recover from both unintended user actions and application failures. Learn more [

Bucket Versioning

O Disable Sel ect Di sabl e

() Enable

Tags - optional (0)

You can use bucket tags to track storage costs and organize buckets. Learn more [?

No tags associated with this bucket.

Add new tag

You can add up to 50 tags. h t t p S : / / W W W. y O u t u b e . C O

.



= AmazonS3 > Buckets > Create bucket ® £ @

© Server-side encryption with Amazon S3 managed keys (SSE-S3)
() Server-side encryption with AWS Key Management Service keys (SSE-KMS)
(") Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)

Secure your objects with two separate layers of encryption. For details on pricing, see DSSE-KMS pricing on the Storage tab of the Amazon S3 pricing page. E,

Bucket Key
Using an 53 Bucket Key for SSE-KMS reduces encryption costs by lowering calls to AWS KM5. S3 Bucket Keys aren't supported for DSSE-KMS. Learn more E

(") Disable
© Enable

» Advanced settings

[ () After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings. J

= AmazonS3 » Buckets ® £1 ®

® Successfully created bucket "twinkle-aws-bucket” X

To upload files and folders, or to configure additional bucket settings, choose View details.

General purpose buckets (2) info » Account snapshot info
©) (1@ copyarn ) (Cempty ) (" petete )
Buckets are containers for data stored in S3. ( View dashboard )
Q. Find buckets by name ' @ Storage Lens provides visibility into storage usage
and activity trends.
Name A | AWS Region v | Creation date v
elasticbeanstalk-ap-south-1- H B . August 8, 2025, 14:47:26
C I i c zgssﬁﬁgg%? Asia Pacific Mumbal}apesoutict. oo 20) » External access summary - new info
. o . August 9, 2025, 12:59:03
b u c k i Pt iSRRI SRl (UTC+05:30) External access findings help you identify bucket

permissions that allow public access or access from
other AWS accounts.

Bucket i s created
https://www. youtube.

Your




= AmazonS3 > Buckets > twinkle-aws-bucket ® £ @&

twinkle-aws-bucket ..

Cli ck pl oa
Objects Properties Permissions Metrics Management Access Points
Objects (0) @ L 03 Copy S3 URI f 0 Copy URL ) I( ¥ Download f lf Open [2 ] Li Delete | ( Actions ¥ ) ( Create folder )
J I J 3
Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [? to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [4
Q. Find objects by prefix ¢ 1 > @8
Name A | Type v | Last modified v | Size v | Storage class v
No objects
You don't have any objects in this bucket.
1 Upload
= AmazonS3 > Buckets > twinkle-aws-bucket > Upload ® £ ©

U p load Info

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon S3 REST API. Learn more [2 C
d

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (0) (_ Remove )
All files and folders in this table will be uploaded.

Q Find by name [

o
-
r

Name v | Folder v | Type v | size v

No files or folders

You have not chosen any files or folders to upload.

\ https://www. youtube.rc




= AmazonS3 > Buckets > twinkle-aws-bucket » Upload ® £ @

Files and folders (1 total, 108.4 KB) (" remove ) ( Addfites ) (_ Add folder )

All files and folders in this table will be uploaded.

|. Q Find by name | < 1 2
(1] Name v | Folder v | Type v | Size v
(]  coffeejpg = image/jpeg 108.4 KB

DESHIRION File is selected

Destination
s3:/ /twinkle-aws-bucket [

» Destination details

Bucket settings that impact new objects stored in the specified destination.

= AmazonS3 > Buckets > twinkle-aws-bucket > Upload ® £ 6

(]| Name v | Folder v | Type v | Size v

Destination info

Destination
s3://twinkle-aws-bucket [2

» Destination details

Bucket settings that impact new objects stored in the specified destination.

» Permissions
Grant public access and access to other AWS accounts.

> Properties I

Ccl c k
Specify storage class, encryption settings, tags, and more.
https://www. youtube. co‘am‘/&
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Upload: status Click *C | 0s

[ (@ After you navigate away from this page, the following information is no longer available. ]
Summary
Destination Succeeded Failed
s3:/ /twinkle-aws-bucket @ 1 file, 108.4 KB (100.00%) © 0 files, 0 B (0%)
Files and folders Configuration

Files and folders (1 total, 108.4 KB)

| Q@ Find by name

Name | Folder v | Type v | Size v | Status v | Error v

coffee.jpg [3 i - image/jpeg 108.4 KB @ Succeeded

File is uploaded now
= AmazonS$3 > Buckets > twinkle-aws-bucket ® # @
itiitberaws et https://www.vyoutube. com/ @t e
Objects Properties Permissions Metrics Management Access Points

Objects (1) © f 3 Copy S3 URI \, { I Copy URL :' L ¥+ Download /ZI a': Open [2 :1 { Delete , ( Actions ¥ ) ( Create folder ) -

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [? to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [%

| Q Find objects by prefix < 1 > e

[ ] Name A | Type v | Last modified v | Size v

() D coffeed ipg August 9, 2025, 13:10:00 (UTC+05:30) 108.4 KB
4 % "

Click on object




= AmazonS3 > Buckets > twinkle-aws-bucket » coffee.jpg ® £ @

B) ( Object actions ¥ )

COffee.jpg Info (rﬁ] Copy S3 URI ) (i Download )

Properties Permissions Versions C I .
i c k

n Open

Object overview

Owner S3 URI
6acdOfafa077a484308a7e05f1d9d18e430f282d1238398ad4a09b1adaae9cf8 I0] s3://twinkle-aws-bucket/coffee.jpg

AWS Region Amazon Resource Name (ARN)

Asia Pacific (Mumbai) ap-south-1 [0 arn:aws:s3::twinkle-aws-bucket/coffee.jpg

Last modified Entity tag (Etag)

August 9, 2025, 13:10:00 (UTC+05:30) I_D b3b29d095d73d905171d1f5498e1e578

Size Object URL

108.4 KB I https://twinkle-aws-bucket.s3.ap-south-1.amazonaws.com/coffee.jpg

/ / www. youtube. com/ @t ec hwi t ht wi

https

Type

2% twinkle-aws-bucket.s3.ap-south-1.amazonaws.com/coffee. jpg?X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-Content-Sha2 YL... £ Incognito




= AmazonS3 > Buckets > twinkle—a‘ket > coffee.jpg ® £ @&

COffee.jpg Info C I i C k h er e (|_|:| Copy S3 URI )(i Download )( Open [_’})( Object actions v)

Properties Permissions Versions

Object overview

Owner S3 URI
6acd0fafa077a484308a7e05f1d9d18e430f282d1238398ad4a09b1adaae9cf8 [0 s3://twinkle-aws-bucket/coffee.jpg

AWS Region Amazon Resource Name (ARN)

Asia Pacific (Mumbai) ap-south-1 I0) arn:aws:s3::twinkle-aws-bucket/coffee.jpg

Last modified Entity tag (Etag)

August 9, 2025, 13:10:00 (UTC+05:30) I51 b3b29d095d73d905171d1f5498e1e578

Size Object URL

108.4 KB [0 https:/ /twinkle-aws-bucket.s3.ap-south-1.amazonaws.com/coffee.jpg
Type

= AmazonS3 > Buckets » twinkle-aws-bucket h t t p S ¢ / / WWW. y ou t u b e . cC O mé @tGe

tWi nkle'aWS'bUCket Info

Objects Properties Permissions Metrics Management Access Points

Objects (1) @ \ D Copy S3 URI f IO Copy URL . If_'.. ¥ Download ) ( Open [2 , (" Delete ) ( Actions ¥ ) Create folder —
C AN J \ J N . N _J

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [2

| Q Find objects by prefix _ <1 > | B
(] Name A | Type v | Last modified v | Size v | Storage class v

August 9, 2025, 13:10:00

(] [ coffeejpg ipg (UTC+05:30) 108.4 KB Standard




= AmazonS3 > Buckets > twinkle-aws-bucket > Create folder ® ¥ @

Create folder o

Use folders to group objects in buckets. When you create a folder, S3 creates an object using the name that you specify followed by a slash (/). This object then appears as folder on the
console. Learn more [4

(® Your bucket policy might block folder creation
If your bucket policy prevents uploading objects without specific tags, metadata, or access control list (ACL) grantees, you will not be able to create a folder using this configuration.
Instead, you can use the upload configuration to upload an empty folder and specify the appropriate settings.

Folder

Folder name

[ Imageil ) /

Folder names can't contain "/". See rules for naming K

Enter Fol der name

Server-side encryption i ht t p S : //WWW Yy O ut u b e. COoO m/ @t e

Server-side encryption protects data at rest.

= AmazonS3 > Buckets > twinkle-aws-bucket > Create folder ® £ @

Server-side encryption info
Server-side encryption protects data at rest.

[ (@ The following encryption settings apply only to the folder object and not to sub-folder objects. ]

Server-side encryption

© Don't specify an encryption key
The bucket settings for default encryption are used to encrypt the folder object when storing it in Amazon 53.

() Specify an encryption key
The specified encryption key is used to encrypt the folder object before storing it in Amazon S3.

£\ 1f your bucket policy requires objects to be encrypted with a specific encryption key, you must specify the same encryption key when you create a folder. Otherwise, folder
creation will fail.




= AmazonS3 > Buckets > twinkle-aws-bucket ® £ @

@ Successfully created folder "Images".

Objects Properties Permissions Metrics Management Access Points

Objects (2) © [0 Copy S3 URI ' [0 Copy URL 'f & Download Open L, :u | Delete ( Actions ¥ ) ( Create folder ) n

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 mventory [Atogeta list of all ob]ects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [2

| Q. Find objects by prefix .. <1 > @8
] Name A | Type v | Last modified v | Size v | Storage class v
- : ; August 9, 2025, 13:10:00

ffee. 108.4 KB Standard
(] D coffeejpg ipg (UTC+05:30) anda
(0 [ Image Folder - - -

l i ck on | mages

= AmazonS3 > Buckets > twinkle-aws-bucket > Images/ £
Images/ https://www.youtube. co 1913
Objects Properties

ObjECtS (O) @ |_|:| Copy S3 URI ' / [0 Copy URL | [ + Download { Open [2 i\ Deiete ( Actions ¥ ) ( Create folder ) m

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 mventory [? to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [

Q, Find objects by prefix | " S

Name A | Type v | Last modified v | Size v | Storage class v

No objects

You don't have any objects in this folder.

Click 0 ®up:-d) o a d

-



= AmazonS3 > Buckets > twinkle-aws-bucket > Images/ > Upload ® £ @&

Upload i

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon S3 REST APL. Learn more [7

Files and folders (0) Cli ck o - : d fil i( A[dfogrg

All files and folders in this table will be uploaded.

Q, Find by name | < 1

Name v | Folder v | Type v | Size v

No files or folders

You have not chosen any files or folders to upload.

= AmazonS3 > Buckets » twinkle-aws-bucket > Images/ > Upload ® £ @
[ ] Name v | Folder v | Type v | Size v
Destination info
N https://www. vyvoutube. com/ @t e
estination

s3://twinkle-aws-bucket/Images/ [

» Destination details
Bucket settings that impact new objects stored in the specified destination.

» Permissions
Grant public access and access to other AWS accounts.

» Properties

Specify storage class, encryption settings, tags, and more.

Click

.



= AmazonS3 > Buckets > twinkle-aws-bucket » Images/ £ O

Upl oaded image is in folder)i mag

Images/

Objects Prdperties

Objects (1) @ IIE| Copy S3 URI /I I’ I0) Copy URL ' I: » Download I Ifi_ Open [2 ; [ Delete ) ( Actions ¥ ) ( Create folder ) —

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [? to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [4

Q. Find objects by prefix 1 > @
[] | Name A | Type v | Last modified v | Size v | Storage class v
— August 9, 2025, 13:29:22
beach.j j 85.8KB Standard
O D beachipg Ipg (UTC+05:30) AN
= AmazonS3 > Buckets > twinkle-aws-bucket ® £ e

https://www. youtube. com/ @t

twinkle-aws-bucket .

Objects Properties Permissions Metrics Management Access Points

Obijects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [? to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [%

- ~ 7 ~ 7 o N 7 ~
Objects (2) © ( 'O copyS3URI ) { IO Copy URL _j ¥ Download ) ( Open [Z ) ( Delete } ( Actions ¥ ) ( Create folder ) -

Q, Find objects by prefix < 1 2 ]

[]  Name A | Type v | Last modified v | Size v | Storage class v

A t 9, 2025, 13:10:00
(] D coffeejpg ipg (J‘I?::DS:IZ»O} : 108.4 KB Standard

(] 3 Images/ “ Folder = s

ere is images folder in whioch




Amazon S3 - Security
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S3 Bucket Policies
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Example: Public Access - Use Bucket
Policy

S3 Bucket Policy
Allows Public Access

XS

A 5

Anonymous www website visitor S3 Bucket

&httpsz//www.yOUtUbe.cc




Example: User Access to S3 — |IAM
permissions

XL

IAM Policy

o & @

S3 Bucket

- https://www. yout ube. c




Example: EC2 instance access - Use IAM
Roles

IAM permissions

XL

EC2 Instance Role

EC2 Instance 1:} > @

S3 Bucket

- https://www. youtube. co




Advanced: Cross-Account Access — Use
Bucket Policy

S3 Bucket Policy
Allows Cross-Account

IAM User >
Other AWS account

S3 Bucket

- https://www. youtube. coc
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Bucket settings for Block Public Access

Block all public access
On

— Block public access to buckets and objects granted through new access control lists (ACLSs)
On

— Block public access to buckets and objects granted through any access control lists (ACLs)
On

— Block public access to buckets and objects granted through new public bucket or access point policies
On

— Block public and cross-account access to buckets and objects through any public bucket or access point policies
On

‘These settings were created t
e f you know vyvour bucket s houl
‘Can be set at the account | e \

https://www. youtube. con




Bucket Policy Hands On

= AmazonS$3 > Buckets > twinkle-aws-bucket ® £ @3

twinkle-aws-bucket i lc l ick on permissions

Objects Properties Permissions Metrics Management Access Points

Fa Fa " \ '\ ' B
Objects (1) © {x 0] Copy S3 URI \ { [0 Copy URL ) ( ¥ Download ) r.’\ Open [7 ) { Delete : ( Actions ¥ ) ( Create folder ) -

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [2 to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [

@

(]| Name A | Type v | Last modified v | Size v | Storage class v

N

Q, Find objects by prefix < 1

) [ coffeejpg ipg ﬁggfg:_,sér;zs,wno:oo 1084KB  Standard

https://www. youtube. c
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= AmazonS3 » Buckets » twinkle-aws-bucket ® £ @
Access findings are provided by IAM external access analyzers. Learn more about How IAM analyzer findings work [2
View analyzer for ap-south-1

Block public access (bucket settings) ¢ I c k @ € d It

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order te ensure that public access to all your 53 buckets and objects is blocked, turn
on Block all public access. These settings apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use
cases. Learn more [2

Block all public access
® on
» Individual Block Public Access settings for this bucket

Bucket policy (eaie ) (petete )

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don’t apply to objects owned by other accounts, Learn more [

r(i) Public access is blocked because Block Public Access settings are turned on for this bucket ]
= AmazonS3 » Buckets > twinkle-aws-bucket > Edit Block public access (bucket settings) ® £ @

DLULK PUULIC dLLEDD (WULKEL d>ELLINYS)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point palicies, or all. In order to ensure that public access to all your 53 buckets and objects is blocked, turn
on Block all public access. These settings apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings below te suit your specific storage use
cases. Learn more [2

# Block all public access C I i C k h er e & undoc h e C k i t

Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

Block public access to buckets and objects granted through new access control lists (ACLs)

Block public access to buckets and objects granted through any access control lists (ACLs)
Block public access to buckets and objects granted through new public bucket or access point policies

Block public and cross-account access to buckets and objects through any public bucket or access point policies

After t hat a
https://www. youtube. cc




Edit Block public access (bucket settings)

/\ Updating the Block Public Access settings for this bucket will affect this
bucket and all objects within. This may result in some objects becoming
public.

To confirm the settings, enter confirm in the field.

Enter Confirm Af¢ter t hat

= AmazonS3 > Buckets > twinkle-aws-bucket ® # @

@ Successfully edited Block Public Access settings for this bucket.

» Individual Block Public Access settings for this bucket

Bucket policy edit ) ( pelete )

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more [?

No policy to display. 0 copy )

https://www. youtube. com/ @t e c |

-



= AmazonS3 > Buckets > twinkle-aws-bucket > Edit bucket policy ® £ @
Click onj)] Polii
generato

Edit bucket policy i

Bucket policy

( Policy examples [2 ) ( Policy generator B)

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn mori Policy generator, Opens in a new tab

Bucket ARN
[0 arn:aws:s3::twinkle-aws-bucket

Policy https://www. youtube. com/ @t ec hwi

Edit statement

Select a statement

AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) [? products and resources. For more information about creating policies,
key concepts in Using AWS Identity and Access Management [2.

Step 1: Select policy type
A Policy is a container for permissions, The different types of policies you can create are an IAM Policy [#, an S3 Bucket Policy [4, an SNS Topic Policy [, a VPC Endpoint Policy [, and an SQS
Queue Policy [A. C I i C k h er e

Type of Policy

| 1AM Policy a

(2 )

- a

st{ 1AM Policy 7
As[ 53 Bucket Policy Sel ect S 3 B uc

. SNS Topic Policy
VPC Endpoint Policy

SQS Queue Policy
(oeny

AWS
f —1 Add N Lo s '




A statement is the formal description of a single permission. See a description of elements [? that you can use in statements.

Effect
© Allow

Shed Enter star here to a
Principal l

’ |

Use a comma to separate multiple values,

Actions

[ All Actions (**")

| ~Select Actions- v

GetObject X

Amazon Resource Name (ARN)
(] All Resources ("*")

Select get object

ARN should follow the following format: arn:aws:s3::8{BucketName}/${KeyName}. Use a comma to separate multiple value:

Paste here

» Add conditions (optional)

{ Add Statement )

= AmazonS3 » Buckets » twinkle-aws-bucket » Edit buck

®©@ # ©

Edit bucket policy i

Bucket policy

( Policy examples E‘,) ( Policy generator ﬂ)

ccess to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more [2

The bucket policy, written in

Bucket ARN
I arn:aws:s3::twinkle-aws-buc

Copy this
Policy

Edit statement

https://www. youtube. com,




Amazon Resource Name (ARN) A f t er A R N a d d / *

[ ] All Resources ("*")

[ arn:aws:s3::twinkle-aws-bucket/*|

ARN should follow the following format: arn:aws:s3::5{BucketName}/5{KeyName}. Use a comma 1o separate multiple values.

» Add conditions (optional)

Click on Add Statement

Pol i
/ @t e

Af ter t hat click on Generate
https://www. yvoutube. co

This AWS Policy Generator is provided for informational purposes only, you are still responsible for your use of Amazon Web Services technologies and ensuring that your use is in compliance with
all applicable terms and conditions. This AWS Policy Generator is provided as is without warranty of any kind, whether express, implied, or statutory. This AWS Policy Generator does not modify the
applicable terms and conditions governing your use of Amazon Web Services technologies.

Step 3: Generate policy
A policy is a document (written in the Access Policy Language [4) that acts as a container for one or more statements.

@7N7?5 Amaznn Wah Sarvices nr ite affiliatee All rinhte recsrusd

Policy JSON Document X

Click below to edit. To save the policy, copy the text below to a text editor. Changes made below will not be reflected in the
policy generator tool.

—iv[g — —~
“Version": "2012-18-17",

2

- 1 “"Statement": [

4r

5 "Sid": "Statementl”,
6 “Effect”: “Allow",
7 *Principal”: "*,
g8 “Action": [

.- | "s3:GetObject”

18 1,

11 "Resource"; "arn:aws:s3:::twinkle-aws-bucket/*"
12 }

S |

1

1:1 JSON

This AWS Policy Generator is provided for infarmational purposes only, you are still responsible for your use of Amazon Well @ Copied
technnlonies and ensurinn that woor ise is in comnliance with all annficahle terms and eonditinns This AWS Policy ﬁﬁnr—::{ti_

Click on

O Copy Policy




= AmazonS3 > Buckets > twinkle-aws-bucket > Edit bucket policy @® £ &

1wy

2 " “version”: "2012-16-17", Edit statement

3w “statement”: [

4w {

5 "Sid": "Statement1”, Paste i t h er e

6 "Effect”: “Allow",

7 "Principal”: "**,

8v "Action”: [ Select a statement

9 "s3:Getobject”

12 1 Select an existing statement in the policy or

11 "Resource”: "arniaws:s3::itwinkle-aws-bucket/*" add a new statement.

12 }

13 J ( + Add new statement )
|

= AmazonS3 > Buckets > twinkle-aws-bucket > Edit bucket policy ® #£ G

| ( + Add new statementj

JSON Ln 14, Col1

)

Preview external access

O Security: 0 (E) Errors: O .v_"i\. Warnings: 0

https://www. voutube. cﬁkni/@keohwsm
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= AmazonS3 > Buckets > twinkle-aws-bucket ® £ @

twinkle-aws-bucket i

Objects Properties Permissions Metrics Management Access Points

Objects (1) @ ( IE1 copy S3 URI _\3 [0 Copy URL I ¥ Download Ij: Open [ ‘ K Delete ( Actions ¥ ) ( Create folder ) T
Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [4

Q. Find objects by prefix | < 1 > e
(]| Name A | Type v | Last modified v | Size v | Storage class v
- ) . August 9, 2025, 13:10:00
!
(] [ coffee. ipg (UTC+05:30) 108.4KB  Standard
|l i ck on i mage
= AmazonS3 > Buckets > twinkle-aws-bucket > coffee.jpg ® £ @&
coffee.jpg Info C'El Copy S3 URI ) (i Download ) ( Open E) ( Object actions ¥ )
Properties Permissions Versions h t t p S . / / WWW. V O U t U b e. com / @
Object overview
Owner S3 URI
6acd0fafa077a484308a7e05f1d9d18e430f282d1238398ad4a09b1adaae9cf8 [0 s3://twinkle-aws-bucket/coffee.jpg
AWS Region Amazon Resource Name (ARN)
Asia Pacific (Mumbai) ap-south-1 I0] arn:aws:s3::twinkle-aws-bucket/coffee.jpg
Last modified Entity tag (Etag)
August 9, 2025, 13:10:00 (UTC+05:30) rﬁ b3b29d095d73d905171d1f5498e1e578
Co r |
Size p y bject URL
108.4 KB p a s t e httpt{/twinkleiaws-hcket‘s3.ap-south-”t‘amazonaws‘comlcoffee‘jpg
Copy Object URL
e
L br ows e

.



c 25 twinkle-aws-bucket.s3.ap-south-1.amazonaws.com/coffee.jpg g & Incognito

https://www. youtube. co




Amazon S3 — Static Website Hosting
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S3 Website Hands On

= AmazonS3 > Buckets > twinkle-aws-bucket ® £

twinkle-aws-bucket i Cl i ck on Properties

Objects Properti Permissions Metrics Management Access Points

- 4 y \ N / . .
Objects (2) @ (\5 01 Copy S3 URI } (1 01 Copy URL ,,f‘l ( ¥ Download ;I L\ Open [ ) (_ Delete ) ( Actions ¥ ) ( Create folder ) —

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [4 to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [2

| Q. Find objects by prefix < 1 > | @8
[ ]| Name A | Type v | Last modified v | Size v | Storage class v
: . August 9, 2025, 14:17:56
(J [ beachjpg ipg (UTC+05:30) 85.8KB  Standard
— . . August 9, 2025, 13:10:00
(J [ coffeejpg ipg (UTC05:30) 108.4 KB Standard

https://www. yout ube.

C)
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= AmazonS3 » Buckets » twinkle-aws-bucket @ ﬂ @

twinkle-aws-bucket i+
Scrol E=D)own
Objects Properties Permissions Metrics Management Access Points

Bucket overview

AWS Region Amazon Resource Name (ARN) Creation date
Asia Pacific (Mumbai) ap-south-1 [0 arn:aws:s3::twinkle-aws-bucket August 9, 2025, 12:59:03 (UTC+05:30)

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your
Amazon S3 bucket. With versioning, you can easily recover from both unintended user actions and application failures. Learn more [%

Bucket Versioning
Disabled

Multi-factor authentication (MFA) delete

' S ST S SR " E— S T (i " —Te ————" A ———— R L SRS — S | A Y Y L L L

= AmazonS3 > Buckets > twinkle-aws-bucket ® #£ @

Requester pays

When enabled, the requester pays for requests and data transfer costs, and anonymous access to this bucket is disabled. Learn more [2

Requester pays
Disabled

Static website hosting Cl i ck d

Use this bucket to host a website or redirect requests. Learn more [

() We recommend using AWS Amplify Hosting for static website hosting ( Create Amplify app [# )
Deploy a fast, secure, and reliable website quickly with AWS Amplify Hosting. Learn more about Amplify Hosting [? or View your existing

Amplify apps [3

S3 static website hosting
Disabled

https://www. youtube. com

-




= AmazonS3 > Buckets » twinkle-aws-bucket » Edit static website hosting @ ﬂ @

Edit static website hosting i

Static website hosting

Use this bucket to host a website or redirect requests. Learn more [%

Static website hosting
© Disable
() Enabl

SE'ECt Enable Cancel

https://www. youtube. com/ @t e c |

= AmazonS3 > Buckets > twinkle-aws-bucket » Edit static website hosting ® £ @
©Q Enable

Hosting type 'Select Host a static website

© Host a static websit
Use the bucket endpoint as the web address. Learn more L,

™

| Redirect requests for an object
Redirect requests to another bucket or domain. Learn more [

(@ For your customers to access content at the website endpoint, you must make all your content publicly readable. To do so, you can edit the S3 Block Public Access settings for
the bucket. For more information, see Using Amazon S3 Block Public Access [?

Index document
Specify the home or default page of the website. E n t e r d e f a u I t p a ’

[ index.html ]

Error document - optional
This is returned when an error occurs.

| error.html

Redirection rules - optional

Redirection rules, written in JSON, automatically redirect webpage requests for specific content. Learn more [2



= AmazonS3 > Buckets > twinkle-aws-bucket > Edit static website hosting ® £ @

JSON Ln1,Col1 (®Errors:0 | /A Warnings: 0 ]

Amazon S3 > Buckets » twinkle-aws-bucket @ Ei @

@ Successfully edited static website hosting. X

T Click onpLObjectsywww. voutube. cort

Info

Objects Properties Permissions Metrics Management Access Points

Bucket overview

AWS Region Amazon Resource Name (ARN) Creation date

Asia Pacific (Mumbai) ap-south-1 [0] arn:aws:s3::twinkle-aws-bucket August 9, 2025, 12:59:03 (UTC+05:30)

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your
Amazon S3 bucket. With versioning, you can easily recover from both unintended user actions and application failures. Learn more [2

Bucket Versioning




= AmazonS3 > Buckets > twinkle-aws-bucket ® £ o

twinkle-aws-bucket ..

Objects Properties Permissions Metrics Management Access Points C I 1 C k on
Obijects (2) @ { 0] Copy S3 URI | { 0] Copy URL \. ( ¥ Download ] (\ Open [ } ( Delete } ( Actions ¥ ) ( Create folder ) L

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [? to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [2

upl

Q, Find objects by prefix | < 1 > | @

[] | Name A | Type v | Last modified v | Size v | Storage class v

— A t 9, 2025, 14:17:56
[J [ beach.pg ipg (J_?;f[):_’w? 1o 85.8 KB Standard

August 9, 2025, 13:10:00

(] [ coffeejpg ipg (UTC+05:30) 108.4 KB Standard

https://www. youtube. con/ @te

= AmazonS3 > Buckets > twinkle-aws-bucket > Upload ® £ o

Upload i

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon S3 REST API. Learn more [

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (0) Cl i p X Adgfile Adg folder
i ck on
All files and folders in this table will be uploaded.
Q, Find by name | < 1 >
Name v | Folder v | Type v | size v

No files or folders

You have not chosen any files or folders to upload.



= AmazonS3 > Buckets > twinkle-aws-bucket > Upload

Upload Info

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon $3 REST API. Learn more [%

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (1 total, 597.0 B)
All files and folders in this table will be uploaded.

(" Remove ) ( Add files ) ( Add folder )

Q, Find by name | 1
[] | Name v | Folder v | Type v | Size v
[ indexhtml . text/html 597.0B

Add i ndex.

Destination info

Destination

= AmazonS3 > Buckets » twinkle-aws-bucket > Upload

(]| Name v | Folder
Destination info

Destination
s3://twinkle-aws-bucket [2

P Destination details

Bucket settings that impact new objects stored in the specified destination.

» Permissions
Grant public access and access to other AWS accounts.

P Properties

Specify storage class, encryption settings, tags, and more.

httops

ht ml f

)

v | Type v | Size

Click

/ /] wWww. yout ube. G0

£

C

(0




= AmazonS3 > Buckets > twinkle-aws-bucket @ ﬁ G

twinkle-aws-buckgt 3¢ | i ck on properties

Objects Properties Permissions Metrics Management Access Points

Objects (3) @ |\ [0 Copy S3 URI /] f, I0] Copy URL I |\ ¥ Download ‘ l Open [7 : '/ Delete “'] ( Actions ¥ ) ( Create folder ) -

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [? to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [4

| @ Find objects by prefix f <1 > B
(] Name a | Type v | Last modified v | size v | Storage class v
(] [ beachjpg irg ?J?:f;:;%?zs HHRE 85.8 KB Standard
(] [ coffeejpg iPg ?J_?gf;:';?zs' L 108.4KB  Standard
(] [ indexhtml html ?L:’Tgé’f;::ﬁ;zs' Y23 597.0B  Standard
= AmazonS3 > Buckets > twinkle-aws-bucket ® # o

Static website hosting https://www. vyvoutube. co m/@ec

Use this bucket to host a website or redirect requests. Learn more [4

(O We recommend using AWS Amplify Hosting for static website hosting ( Create Amplify app B)
Deploy a fast, secure, and reliable website quickly with AWS Amplify Hosting. Learn mare about Amplify Hosting [% or View your existing

Amplify apps [2

S3 static website hosting
Enabled

Hosting type
Bucket hosting

Bucket website endpoint
When you configure your bucket as a static website, the website is available at the AWS Region-specific website endpoint of the bucket. Learn more [2
[0 http://twinkle-aws-bucket.s3-website.ap-south-1.amazonaws.com [

i c k here




c £\ Notsecure  twinkle-aws-bucket.s3-website.ap-south-1.amazonaws.com

I love coffee

Hello world!

https://www. yout ube. col
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= AmazonS3 > Buckets > twinkle-aws-bucket ® # @

Click on properties

twinkle-aws-bucke
Objects Properti Permissions Metrics Management Access Points

Objects (3) @ 1 I3 Copy S3 URI . 0] Copy URL ¥ Download I | Open [ J \ Delete -.:} CActions v ) ( Create folder ) _

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [7 to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [2

Q. Find objects by prefix . {1 > | 8
[] | Name A | Type v | Last modified v | Size v | Storage class v
o A t 9, 2025, 14:17:56

() [ beachjpg ipg (J?cufos-rsm ' 858KB  Standard

= t 9, 2025, 13:10:

(] [ coffeejpg ipg &J?;:o:fsmzs' 230:00 108.4KB  Standard

August 9, 2025, 14:29:43

597.08  Standard
(UTC+05:30) ST

] [ indexhtml html

= AmazonS3 » Buckets > twinkle-aws-bucket ® #£ @

https://www. youtube. com/ @t

twinkle-aws-bucket .«

Objects Properties Permissions Metrics Management Access Points

Bucket overview cl i
AWS Region Amazon Resource Name (ARN) Creation date

Asia Pacific (Mumbai) ap-south-1 [C] arn:aws:s3::twinkle-aws-bucket August 9, 2025, 12:59:03 (UTC+05:30) E d i
Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your
Amazon S3 bucket. With versioning, you can easily recover from both unintended user actions and application failures. Learn more [?

Bucket Versioning
Disabled

Multi-factor authentication (MFA) delete

chammineg Boclat Varcianinm catbimme and anrmananthe dalatina mhinet smerinne Ta madifo MEA dalaba cabbinme cra the ARIC C1TE AMIC CHY




= AmazonS3 > Buckets > twinkle-aws-bucket » Edit Bucket Versioning (©) £ @

Bucket Versioning
© Ssuspend

This suspends the creation of object versions for all operations but preserves any existing object versions.

CﬁEnable_Select Enable

N
/N The bucket functionalities below are impacted by this change:
= Lifecycle rules set for previous object versions will still apply.
= Existing objects in your bucket do not change.
« Newly added objects with the same name as an existing object replaces the existing object.
|| I acknowledge the outcomes of suspending Bucket Versioning.
\ J

Multi-factor authentication (MFA) delete
An additional layer of security that requires multi-factor authentication for changing Bucket Versioning settings and permanently deleting object versions. To modify MFA delete settings, use the AWS CLI, AWS SDK,

or the Amazon 53 REST API. Learn more [2
Disabled

https://www.youtube.coc"‘““‘/m wi t ht

= AmazonS3 > Buckets > twinkle-aws-bucket > Edit Bucket Versioning ® #£ @

Bucket Versioning
Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your
Amazon S3 bucket. With versioning, you can easily recover from both unintended user actions and application failures. Learn more [%

Bucket Versioning
() Suspend

This suspends the creation of object versions for all operations but preserves any existing object versions.

© Enable

[ (D After enabling Bucket Versioning, you might need to update your lifecycle rules to manage previous versions of objects. ]

Multi-factor authentication (MFA) delete
An additional layer of security that requires multi-factor authentication for changing Bucket Versioning settings and permanently deleting object versions. To modify MFA delete settings, use the AWS CLI, AWS SDK,

or the Amazon 53 REST AP, Learn more [A
Disabled

Click on S




Amazon S3 » Buckets » twinkle-aws-bucket ® EI @

Click on properties

Objects Properties Permissions Metrics Management Access Points

Objects (3) @ i ) Copy S3 URI _.\' [0 Copy URL ":] 1 + Download \l Open [7 J . Delete l ( Actions ¥ ) ( Create folder ) —

Objects are the fundamental entities stored in Amazon 53. You can use Amazon S3 inventory [2 to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [?

| Q Find objects by prefix | (P Show versions ¢ 1 > @B

[ Name A | Type v | Last modified v | size v | Storage class v

=3 4:17:
() [ beach.jpg ipg ?J? cl.!:(t}:‘.sigZS, TARTRES 85.8 KB Standard

(] [ coffeejpg irg ?Jf:f; ::31?25,13:10:00 faoidh: e

August 9, 2025, 14:29:43

O 0 Mv‘ html TCA05:30) 597.0B  Standard

Want to show version of t hi s file

= AmazonS3 > Buckets » twinkle-aws-bucket

®© #©
Static website hosting

Use this bucket to host a website or redirect requests. Learn more [4

(0 We recommend using AWS Amplify Hosting for static website hosting ( Create Amplify app [2 )
Deploy a fast, secure, and reliable website quickly with AWS Amplify Hosting. Learn more about Amplify Hosting [4 or View your existing

Amplify apps [4

S3 static website hosting
Enabled

Hosting type
Bucket hosting

Bucket website endpoint
When you configure your bucket as a static website, the website is available at the AWS Region-specific website endpoint of the bucket. Learn more [#
I0) http://twinkle-aws-bucket s3-website.ap-south-1.amazonaws. 2

Click here
https://www. youtube. coc




I love coffee

Hello world!

i n index. ht ml file

https://www. youtube

<html>
<head>
<title>My First Webpage</title>
</head>

I have Add Real<b6dy§ here to
>] Beally leve, coffee</hl>
ma k e chan g € < >l-}£l%o éorldn:z»

</body>
<img src="coffee.jpg" width=500/>

<!-- CORS demo -->

<div id="tofetch"/>

<script>

var tofetch = document.getElementById("tofetch");

C

.For how it i s showing

O
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»Upl oad i ndex. ht ml fil e ac¢g

= AmazonS3 » Buckets » twinkle-aws-bucket » Upload (O] + &
Files and folders (1 total, 604.0 B) Remove ) ( Add files ) ( Add folder )
All files and folders in this table will be uploaded.
Q Find by name ¢ 1
[ Name v | Folder v | Type v | Size v
[ index.html - text/html 604.0B

Destination o

Destination
s3:/ ftwinkle-aws-bucket [

» Destination details
Bucket settings that impact new objects stored in the specified destination.

» Permissions

Grant public access and access to other AWS accounts.

» Properties

Specify storage class, encryption settings, tags, and more.

Reload this pa

I love cusace

Fello world!

C




ot secure 1 = L outh-1.ama,

I Really love coffee

Hello world!

e

It will show the chang

= AmazonS53 > Buckets > twinkle-aws-bucket G) G @

twinkle-aws-bucket i«

Objects Properties Permissions Metrics Management Access Points

Objects (3) @ ( IO Copy S3 URI ( I Copy URL & Download Open [ Delete | ( Actions w ) ( Create folder ) i

Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory [A to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [

Q Find objects by prefix | C)Shewvefsions_ c I i C k 0 n S h O W 1 V £ |

Name A | Type v | Last modified v | Size v | Storage class v
] [ beachjpg irg August 9, 2025, 14:17:56 (UTC+05:30) 858KB  Standard

[ coffeejpg ira August 9, 2025, 13:10:00 (UTC+05:30) 108.4KB  Standard
7] [ index.html htrml August 9, 2025, 16:53:12 (UTC+05:30) 60408 Standard

https://www. youtube.cc




twinkle-aws-bucket 1.«

Objects Properties Permissions Metrics Management Access Points

Obijects (4) © [ CopyS3 URI | ..|E] copyurL ) ¥ Download Open [7 i | Delete ) ( Actions v )( Create folder ) —

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [# to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn mare [2

| Q Find objects by prefix | @ show versions <1y | @

| || Name A | Type | Vversion 1D | Last modified | size | storage class

August 9, 2025, 14:17:56

[ [ beach.pg irg null (UTC+05:30) B5.8KB Standard
(] [ coffeejpa ipa null ?J.?é’i:sz‘:zs" om0 1084KB  Standard
| ekt Bt ;T;.zvbgFWquyiNHaquHiZSPz}c ?;;'1?:::; ;,3;:325, 16:53:12 -
[ L[ indechtml html null AUDUSCS, 2045, 14229748 59708  Standard

{UTC+05:30)

Ver si ons s how her

Now Re-versioning the page|(
= AmazonS3 > Buckets > twinkle-aws-bucket ® # o

twinkle-aws-bucket i Click on de

Objects Properties Permissions Metrics Management Access Points

Objects (1/4) @ (& copyssurt ) (TR copyURL ) (& Download ) (" open [2) te ) (Actions v ") (" Create folder ) -

Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [3

| -.0, Find objects by prefix _ @ Show versions < F > | @
B Name A | Type | Version ID | Last modified | Size | Storage class
[J [ beachjpg ipg null ?;Tgx:‘;oﬁzs‘ T zSs 85.8KB  Standard
[] [ coffeejpg ipg null ?nggzzsi?zs. TR 108.4KB  Standard
B index.html html gj.zvthWSTqyiNHaqLiHuBszc ﬁ;.l:;ftoz,3i?25. R 60408 Standard ]
L[ indexhtml null ‘:‘;?:ftu:"s“;?zs' 142543 50708  Standard

W. yout ube. c

E(ﬂ

t hi
-/ / w




= AmazonS3 » Buckets » twinkle-aws-bucket » Delete objects

Delete objects i

& , If a folder is selected for deletion, all objects in the folder will be deleted, and any new objects added while the delete actien is in progress might also be deleted. If an ebject is selected for deletion, any new objects with the
same name that are uploaded before the delete action is completed will also be deleted.

« Deleting the specified objects can't be undone.

Learn more [2

Specified objects
| Q. Find objects by name

Name Y Version ID Type Last modified Size

[ index.html [2 JrPLzvbgFWsTqyiNHaqlLjHI23Pzjc3od html August 9, 2025, 16:53:12 (UTC+05:30) 60408

Permanently delete objects? E n t er p er manen t I d e I

To confirm deletion, type permanently delete in the text input field.
[ permanently delete ]

After that <cl| i ec=km=pg=pp-"dell et e
https://www. youtube. com/ @t echwithtwink.

twinkle-aws-bucket i Af ter del et e it
Objects Properties Permissions Metrics Management Access Points 'p r e v i o u s v e r s i o n

Objects (3) @ ) Copy S3 URI ) 0] Copy URL ) ( ¥ Download )( Open [3 |( Delete ( Actions w )( Create folder ) m

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventor

[ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [A

[ Q, Find objects by prefix | @ show versions 1 > S
(1| Name A | Type | Version ID | Last modified | size | Storage class
o . ) August 9, 2025, 14:17:56
[ ; :
(] [ beachjp irg null e 858K8  Standard
S : . August 9, 2025, 13:10:00
| ffee.jpg | 108.4
| [ coffee ipg null (UTC+05:30) 08.4 KB Standard
] [ indexhtml html null AU S, ZORS, e 2D

597.08B Standard
(UTC+05:30) aHe
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Amazon S3 — Replication (CRR & SRR)

» Mu s t enabl e Versioning
destination buckets
»Cross-Region Replicatio
»Same-Region Replic~-~*"~»= "+«
»Buckets can be in @S.%Bucket/
»Copying is asynchr eleRtd)
» Mu s t gl ve proper | |
»Us e Cases. asynchronous

»CRR —compl iance, |  replication 1
replication across

»S R R ~

bet

- |l og aggregat.
ween producti on 853Bucket;
(us-east-2)

https://www. youtube. com,




Amazon S3 — Replication (Notes)
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S3 Replication Hands On

©

v

Amazon 53 <

General purpose buckets
Directory buckets

Table buckets

Vector buckets Preview
Access Grants

Access Points (General Purpose
Buckets, FSx file systems)

Access Points (Directory Buckets)
Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for 53

Block Public Access settings for
this account

Storage Lens

Dashboards

Storage Lens groups

AWS Organizations settings

Amazon S3
Store and retrieve any amount of

data from anywhere

httops

Create a bucket

Every object in 53 is stored in a bucket. To upload files
and folders to 53, you'll need to create a bucket where
the objects will be stored.

Pricing
With 53, there are no minimum fees. You only pay for

what you use. Prices are based on the location of your 53
bucket.

Estimate your monthly bill using the AWS Simple

Monthly Calculator [3

View pricing details [

Darmisreas MA

/ / www. yout ube.

C

C



= AmazonS3 > Buckets > Create bucket ® £ &

Create bucket /.

Buckets are containers for data stored in 53.

General configuration

AWS Region Sel ect gener al pur pose

Asia Pacific (Mumbai) ap-south-1

Bucket type  info

© General purpose () Directory
Recommended for most use cases and access patterns. General purpose buckets are the original 53 bucket type. They allow a Recommended for low-latency use cases, These buckets use only the 53 Express One Zone storage class, which provides
mix of storage classes that redundantly store objects across multiple Availability Zones, faster processing of data within a single Availability Zone.

Bucket name  Info

[ s3-twinkle-aws-v|

)

s must alsa begin and end with a letter or number. Valid characters are a-z, 0-9, periods (), and hyphens (-), Learn Mare B

Bucket names must be 3 to 63 characters and unigque within the global namespacel

Copy settings from existing bucket - optional

Only the bucket settings in the following configuration are copled.

Choose bucket

Format! s3:/ fbucket fprefix

Enter bucket name

Object Ownership o

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists (ACLs). Object ownership determines who can specify access to objects.

= AmazonS3 % Buckets » Create bucket ® #£1

Bucket Versioning
Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your Amazon S3 bucket. With versioning, you can easily
recover from both unintended user actions and application failures. Learn more [A

Bucket Versioning

) Disable . .
ww«- Enable the versioning

Tags - optional (0)

You can use bucket tags to track storage costs and organize buckets. Learn more [3

No tags associated with this bucket.

Add new tag

You can add up to 50 tags

Default encryption i

Server-side encryption is automatically applied to new objects stored in this bucket.

Encryption type | ife https://www. youtube. cort

© Server-side encryption with Amazon 53 managed keys (S5E-53)




= AmazonS3 > Buckets » Create bucket ® # 6

You can add up to 50 tags.

Default encryption i

Server-side encryption is automatically applied to new objects stored in this bucket.

Encryption type  Info
O Server-side encryption with Amazon 53 managed keys (SSE-53)
| Server-side encryption with AWS Key Management Service keys (SSE-KMS)

Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)
Secure your objects with two separate layers of encryption. For details on pricing, see DSSE-KMS pricing on the Storage tab of the Amazon 53 pricing page. B

Bucket Key

Using an:53 Bucket Key for S5E-KMS reduces encryption costs by lowering calls to AWS KMS, 53 Bucket Keys aren't supported for DS5E-EMS, Learn more [3
) Disable
© Enable

» Advanced settings

[ (D) After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings. J

= Amazonss > Buckets https://www. youtube. com/ @Qtees & W

Successfully created bucket "s3-twinkle-aws-v1" View details X
Y

To upload files and folders, or to configure additional bucket settings, choose View details.

General purpose buckets (3) info Bucket » Account snapshot info
© IO Copy ARN ( Empty I Delete . d Lpcatel caly
Buckets are containers for data stored in 53. crea t € ( Visw iaeiiara )

‘n‘ Storage Lens provides visibility into storage usage
n & b g
|o . ! @ and activity trends.

Q, Find buckets by name

Name A | AWS Region | Creation date v
A elasticheanstalk-ap-south-1- Asia Pacific (Mum Uth-1 August 8, 2025, 14:47:26
- 235562991793 (UTC+05:30) » External access summary - New info
: — : August 9, 2025, 17:15:58
O Btwinloans ¥1 Asta Pacthc(Mombal) ag-sonity 1 (U'i?C+05:30] External access findings help you identify bucket
permissions that allow public access or access from
() twinkle-aws-bucket Asia Pacific (Mumbai) ap-south-1 PN 9, 2025 125905 other AWS accounts.

(UTC+05:30)




Create one mor e bucket

aws-twinkle-v4 (2355-6299-1793) v
.Q ® @ Asia Pacifi Slderabad) v ;
twinkle

= AmazonS3 » Buckets > Create bucket ® # @&

Create bucket i First changle the | oc

Buckets are containers for data stored in 53.

General configuration

AWS Region E n t e r b u c k e t n a me

Asia Pacific (Hyderabad) ap-south-2

Bucket name  Info

[ S3-twinkle-bucket-replica-v1

Bucket names must be 3 to 63 characters and unique within the global namespace. Bucket names must also begin and end with a letter or number. Valid characters are a-z, 0-9, periods (), and hyphens {-). Learn
More B

Copy settings from existing bucket - optional

Only the bucket settings in the following configuration are copied
Choose bucket
Format: s3://bucket,

https://www. youtube. com/ @t ec hwi th

aws-twinkle-v4 (2355-6299-1793) v

o ® =3 Asia Pacific (Hyderabad) ¥

= AmazonS3 > Buckets > Create bucket ® # &

Block public and cross-account access to buckets and objects through any public bucket or access point policies

Bucket Versioning
Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your
Amazon S3 bucket. With versioning, you can easily recover from both unintended user actions and application failures. Learn more [

Bucket Versioning

[ Disable
owm@ Enable bucket versi on

Tags - optional (0)

You can use bucket tags to track storage costs and organize buckets, Learn more [2

No tags associated with this bucket.

Add new tag




aws-twinkle-v4 (2355-6299-1793) v
twinkle

_aW% HH Q, Search [Alt+5] Q @ Asia Pacific (Hyderabad) v

S sus

= Amazon53 > Buckets > Create bucket ® £ &

© Server-side encryption with Amazon 53 managed keys (SSE-S3)
() Server-side encryption with AWS Key Management Service keys (SSE-KMS)

() Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)
Secure your objects with two separate layers of encryption. For details on pricing, see DSSE-KMS pricing on the Storage tab of the Amazon 53 pricing page. [3

Bucket Key
Using an 53 Bucket Key for SSE-KMS reduces encryption costs by lowering calls to AWS KMS. S3 Bucket Keys aren't supported for DSSE-KMS. Learn mare E

(") Disable
© Enable

P Advanced settings

[ (@ After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

Click on *Llcket

= AmazonS3 > Buckets httpSI //WWW. VOUt Ube. COm/ @t@ﬂb

General purpose buckets (4) info » Account snapshot info
@ 0] Copy ARN ) ( Empty Delete ) (§
Buckets are containers for data stored in S3. ( View dashboard )
| Q. Find buckets by name o1 & Storage Lens provides visibility into storage usage
and activity trends.
Name A | AWwWS Region v | Creation date v
= elasticbeanstalk-ap-south-1- . = . August 8, 2025, 14:47:26
' 235562991793 Asia Padific (Mumballap-sout-1 - o o aey » External access summary - new info
August 9, 2025, 17:15:58

s3-twinkle-aws-v Asia Pacific (Mumbai) ap-south-1

(UTC+05:30) External access findings help you identify bucket
permissions that allow public access or access from

Asia Pacific (Hyderabad) ap- August 9, 2025, 17:23:04 b AVS FEcotiniEs,

) s3-twinkle-bucket-replic anithics (UTC+05:30)

August 9, 2025, 12:59:03
(UTC+05:30)

i c k on t hi s

() twinkle-aws-bucket ific (Mumbai) ap-south-1




Q @ 3 Asia Pacific (Mumbai) v

e Amazon S3 » Buckets » s3-twinkle-aws-v1 @ ﬂ C
F Y

Az 53 * s3-twinkle-aws-v1 i
General purpose buckets

Directory buckets Objects Properties Permissions Metrics Management Access Points

Table buckets

Vector buckets Preview Objects (0)

Access Grants @ [0 Copy S3 URI | [0 Copy URL ( ¥ Download Open [? Delete |

Access Points (General Purpose o
Click on wupl oad

Buckets, FSx file systems) Create folder

Access Points (Directory Buckets) Objects are the fundamental entities st@red in Amazon S3. You can use Amazon 53 inventory [? to get a list of all objects in your bucket. For
Object Lambda Access Points others to access your objects, you'll need to explicitly grant them permissions. Learn more [2
Multi-Region Access Points | Q, Find objects by prefix (® Show versions < M @
Batch Operations

3 Name A | Type v | Last modified v | Size v | Storage class v
IAM Access Analyzer for 53

No objects
You don't have any objects in this bucket.
Block Public A----- ===+ ===
= AmazonS3 > Buckets » s3-twinkle-aws-vi > Upload ® #1 6

Upload Info

Add the files and folders you want to upload to 53. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon 53 REST API. Learn more [7

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (0) remove ) (( Add files ) ( Add folder )
All files and folders in this table will be uploaded.

Q. Find by name | { 1

Name v | Folder v | Type v | Size C I i C k O N~ A

No files or folders

You have not chosen any files or folders to upload.

https://www. yvoutube. com,




= AmazonS3 > Buckets » s3-twinkle-aws-vl > Upload ® £ ©

[J| Name v | Folder v | Type v | size v

Destination info

Destination
s3://s3-twinkle-aws-v1 [2

» Destination details

Bucket settings that impact new objects stored in the specified destination.

» Permissions
Grant public access and access to other AWS accounts.

> Properties https://www. youtube. colm/ @t e

Specify storage class, encryption settings, tags, and more.

Click

= AmazonS3 > Buckets > s3-twinkle-aws-v1 ® £ @8

Cl i k on Management

(o)

s3-twinkle-aws-v1 i

Objects Properties Permissions Metrics Management Access Points

. N 7 ~ N e \ :
Objects (1) @ (D copyssurl ) ( [0 CopyURL ) ( ¥ Download } ( Open [Z ) ( Delete ) ( Actions ¥ ) ( Create folder ) -

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [? to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [2

| Q, Find abjects by prefix o Show versions $ 1 b @
(]| Name A | Type v | Last modified v | Size v | Storageclass v
— . . August 9, 2025, 17:26:02
(] D beachjpg ipg (UTC+05:30) 85.8KB Standard

.



= AmazonsS3 » Buckets » s3-twinkle-aws-v1 ﬂ G

No litecycle rules

There are no lifecycle rules for this bucket.

( Create lifecycle rule )

Replication rules (0) @ | Viewdetails ) ( Editrule )( Delete ( Actions ¥ )( Create replication rule )

Use replication rules to define options you want Amazon S3 to apply during replication such as server-side encryption, replica ownership, transitioning replicas to another storage class,
and more. Learn more [4

KMS-
. P S . N encrypted
Replication Status Destination Des?matlon Priority Scope Storage class Replica R‘epllcatwn objects (SSE
rule name bucket Region owner Time Control KMS or

DSSE-KMS)

No replication rules

C I i C k o nvou dgn'bavermy Ees ia.hetplice'on configuration.

Repl i ¢ aEimesp Rt e

Q @ @ Asia Pacific (Mumbai) v

= AmazonS3 > Buckets > s3-twinkle-aws-v1l > Replicationrules > Create replication rule @ £ @

Create replication rule

Replication rule name

Replication rule configuration Enter R e P |l i cati on

[ DemoReplicationRule

Up to 255 characters. In order to be able to use CloudWatch metrics to monitor the progress of your replication rule, the replication rule name must only contain English characters.

Status
Choose whether the rule will be enabled or disabled when created.

© Enabled
O pisabled https://www. youtube. com/

Priority
The priority value resolves conflicts that occur when an object is eligible for replication under multiple rules to the same destination. The rule is added to the configuration at the highest priority and the priority can
be changed on the replication rules table.

0




= AmazonS3 > Buckets » s3-twinkle-aws-vl > Replicationrules > Create replication rule @® £ G

Source bucket name
s3-twinkle-aws-v1

Source Region
Asia Pacific (Mumbai) ap-south-1

Choose a rule scope
() Limit the scope of this rule using one or more filters

© Apply to all objects in the bucke S e I e C t A p p I y t o A I I o b j e c t

=

Destination

Destination
You can replicate objects across buckets in different AWS Regions (Cross-Region Replication) or you can replicate objects across buckets in the same AWS Region (Same-Region Replication). You can also specify a
different bucket for each rule in the configuration. Learn more [2 or see Amazon S3 pricing (2

© Choose a bucket in this account
() Specify a bucket in another account

Bucket name
Choose the bucket that will receive replicated objects.

= AmazonS3 > Buckets > s3-twinkle-aws-v1 > Replicationrules > Create replication rule @ #£ @

Destination

Destination
You can replicate objects across buckets in different AWS Regions (Cross-Region Replication) or you can replicate objects across buckets in the same AWS Region (Same-Region Replication). You can also specify a
different bucket for each rule in the configuration. Learn more [@ or see Amazon 53 pricing K

© Choose a bucket in this account
() Specify a bucket in another account

Bucket name
Choose the bucket that will receive replicated objects.

Enter bucket name

Destination Region

- Click on "browse S3

IAM role https://www. youtube. com/

Permission to access the specified resources




Choose a bucket

S3 Buckets

Buckets (1/4)

| QU Find buckets by name

Name
elasticbeanstalk-ap-south-1-235562991793

s3-twinkle-aws-v1

AWS Region
Asia Pacific (Mumbai) ap-south-1

Asia Pacific (Mumbai) ap-south-1

s3-twinkle-bucket-replica-y1

Asia Pacific (Hyderabad) ap-south-2

e

twinkle-aws-bucket

Sel

ect

Af ter

Asia Pacific (Mumbai) ap-south-1

t kihoos e

& &8 @ @

= AmazonS3 » Buckets » s3-twinkle-aws-v1 » Replication rules » Create replication rule

T T e e e T R R LR T e

L e L

different bucket for each rule in the configuration. Learn more [ or see Amazon 53 pricing 2

© Choose a bucket in this account

() Specify a bucket in another account

Bucket name

Choose the bucket that will receive replicated objects.

s3-twinkle-bucket-replica-v1

Destination Region
Asia Pacific (Hyderabad) ap-south-2

IAM role

Permission to access the specified resources
() Create new role

© Choose from existirlg 1AM roles
() Enter IAM role ARN

1AM rale

Cl

https://www. yout ube.
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aws-twinkle-v4 (2355-6299-1793) v

fic (Mumbai) *

= AmazonS3 > Buckets > s3-twinkle-aws-vl > Replicationrules > Create replication rule ® £ @

Additional replication options

| Replication Time Control (RTC)

Replication Time Control replicates 99.99% of new objects within 15 minutes and includes replication metrics. Additional fees will apply. Learn more E

Replication metrics
With replication metrics, you can monitor the total number and size of objects that are pending replication, and the maximum replication time to the destination Region. You can also view and diagnose
replication failures. CloudWatch metrics fees apply. Learn more [3 or see Amazon CloudWatch pricing [_"',

Delete marker replication
Delete markers created by $3 delete operations will be replicated. Delete markers created by lifecycle rules are not replicated. Learn more [A

[ | Replica modification sync
Replicate metadata changes made to replicas from the destination bucket to the source bucket. Learn more [2

https://www. youtube. cem{ @ke

Replicate existing objects? X

You can enable a one-time Batch Operations job from this replication configuration to
replicate objects that already exist in the bucket and to synchronize the source and
destination buckets. Learn more [? or see pricing [#

Existing objects
© No, do not replicate existing objects.

() Yes, replicate existing objects.

Cl



aws-twinkle-v4 (2355-6299-1793) v

é‘\ﬂ_d"s_’ EEE Search [Alt+5] & (@) @ Asia Pacific (Mumbai) v twinkle
= AmazonS3 » Buckets > s3-twinkle-aws-vl » Replication rules ® £ ©
Replication rules (1) @ View details ) ( Edit rule petete ) (( Actions v ) (Createrey i)

Use replication rules to define options you want Amazon S3 to apply during replication such as server-side encryption, replica ownership, transitioning replicas to another storage class,
and more. Learn more [

L] Ll 1 @
Replication rule 1 s add
KMS-
T = encrypted
Replicatio W —— . Replicatio 2
i tule = Status = Destinatio = Destlr-uatlo ~ Scope - Storage = Replica n Time = objects
n bucket n Region class owner (SSE-KMS
name Control
or DSSE-
KMS)
D Repli :3:‘/'{:13‘ AL ERIC Same as Same as Do not
emoneplica winkie-
e ® Enabled (Hyderabad 0 Entire bucket Disabled 3
tionRule bucket- source source replicate
L = ap-south-2
replica-v1

aws-twinkle-v4 (2355-6299-1793) v
twinkle

= AmazonS3 > Buckets htt ps: //WWW' vout Ube, Cerﬁ/e

aws i L @ @ | AsiaPacific (Mumbai) v

T wes

General purpose buckets (4) o » Account snapshot info
© (@ copyarn ) (Cempty ) (Cvetete ) (EREBIRTD
Buckets are containers for data stored in S3.
| Q@ Find buckets by name | 1 & Storage Lens provides visibility into storage usage
and activity trends.
Name A ! AWS Region v [ Creation date v
H == elastichganstalk-agzsouth-1- © . . ' August 8, 2025, 14:47:26
Cli ck 0 ‘N 5k | Crsigpoific (Mumbai) ap-south-1 e .20 » External access summary - new info
: — : August 9, 2025, 17:15:58
So-huinice-aue v A Pactic tsiiap:sout) (UTC+05:30) External access findings help you identify bucket

permissions that allow public access or access from

Asia Pacific (Hyderabad) ap- August 9, 2025, 17:23:04 other AWS 2ccounts.

-twinkle-bucket-replica-v1
wi ucket-replica-v covilnd (UTC+05:30)

August 9, 2025, 12:59:03

inkle-aws-buck ia Pacific (M i) ap-south-
Siinklel e biakek Asia Pacific (Mumbai) ap-south-1 (UTC+05:30)



e Amazon S3 > Buckets > s3-twinkle-bucket-replica-v1 ® # @

a Objects Properties Permissions Metrics Management Access Points
Amazon S3 <
General purpose buckets Objects (0)
Directory buckets N ( N i N ay( ;
L IO Copy S3 URI )\ I0) Copy URL /,I ( ¥ Download ) Open [2 ) ( Delete ) Actions ¥
. SN\ PN SN A V4

Table buckets

Create folder -
Vector buckets Preview

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4 to get a list of all objects in your bucket. For
others to access your objects, you'll need to explicitly grant them permissions. Learn more [2

Access Grants

Access Points (General Purpose

Buckets, FSx file systems) | Q, Find objects by prefix (O Show versions E 98 b
Arcess Roints (Dt Backets) Name A | Type v | Last modified v | size v | Storage class v
Object Lambda Access Points
. . . No objects
Multi-Region Access Points
) You don't have any objects in this bucket.
Batch Operations
IAM Access Analyzer for 53 . . .
No file i eplicated
Block Publig Access cetiings faor
e Amazon S3 > Buckets > s3-twinkle-aws-v1 ® # @
‘ L L
OR—— ¢ ) Go to origin buck
s3-twinkle-aws-v1 i
General purpose buckets
Directory buckets Objects Properties Permissions Metrics Management Access Points
Table buckets
s boricks el Objects() Nt tps: / / www. youtube. com/
Acosss Grants @ .\ 0] Copy S3 URI W .{ [0 Copy URL \‘| f\ ¥ Download ) ’: Open [2 \__} I Delete \) ( Actions ¥ )

Access Points (General Purpose

Buckets, FSx file systems) — Click Onhn upl oad

Access Points (Directory Buckets) Obijects are the fundamental entities stored'in Amazon S3. You can use Amazon S3 inventory [? to get a list of all objects in your bucket. For
Object Lambda Access Points others to access your objects, you'll need to explicitly grant them permissions. Learn more [
Multi-Region Access Points | Q, Find objects by prefix (P Show versions < T > @3

Batch O ti M
atch Operations O Name a | Type v | Last modified v | Size v | Storage class v

1AM Access Analyzer for S3
August 9, 2025,

(J [ beachjpg ipg 17:26:02 85.8KB  Standard
(UTC+05:30)

.



= AmazonS3 > Buckets > s3-twinkle-aws-v1 > Upload 0) £ O

U pload Info

Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon S3 REST API. Learn more [%

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (0) Remove files ) ( Add folder )

All files and folders in this table will be uploaded.

| Q. Find by name . 1
Click on Add

Name v | Folder v | Type v | Size

No files or folders

You have not chosen any files or folders to upload.

aws-twinkle-v4 (2355-6299-1793) v

f

B L ®@ iy Asia Pacific (Mumbai) ¥ THRE
= Amazon53 5 Buckets > s3-twinkle-aws-vl 3 Upload ® £ e
Files and folders (1 total, 108.4 KB) Remove ( Add files ) ( Add folder )
All files and folders in this table will be uploaded.
Q. Find by name i
| | Name v | Folder v | Type v | Ssize v
| coffee.jpg - image/jpeg 108.4 KB

Destination i

Destination
s3://s3-twinkle-aws-v1 [A

» Destination details
Buecfe:l::r.rr?gl:lh: n?nlpaunewDijl:tss.‘.ored-n the specified destination h t t p S : / / W W W . y O u t u b e . C O m /

P Permissions
Grant public access and access to other AWS accounts.

» Properties

Specify storage class, encryption settings, tags, and more.

Click




aws-twinkle-v4 (2355-6299-1793) v

aws ! | Q search [Alt+S] sia Pacific (Mumbai) ¥

S REs gt twinkle

= AmazonS53 » Buckets > s3-twinkle-aws-v1 @ ﬂ @

s3-twinkle-aws-v1 i

Objects Properties Permissions Metrics Management Access Points
Ob}ects (2) @ [0 Copy S3 URI [0 Copy URL 4 Download Open [ Delete ( Actions w ) ( Create folder ) ”
Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory [3 to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [2
Q, Find objects by prefix | (B show versions 1 @
Name a | Type v | Last modified v | Size v | Storage class v
[ beachjpg ipg August 9, 2025, 17:26:02 (UTC+05:30) 85.8 KB Standard
[ coffeejpg ipg August 9, 2025, 17:42:48 (UTC+05:30) 108.4 KB Standard

https://www. youtube. com/

il e Upl oaded

aws-twinkle-v4 (2355-6299-1793) v

@ 0 @ {:ﬂ:; Asia Pacific (Mumbai) » twinkle
= AmazonS3 > Buckets ® # @

General purpose buckets (4) o » Account snapshot infe

@ D) Copy ARN Empty Delete ; | i

Buckets are containers for data stored in S3. ( View dashboard )

Q. Find buckets by name 1 & Storage Lens provides visibility into storage usage
and activity trends.
Name A | AWS Region v | Creation date v

Go t o

elasticbeanstalk-ap-south-1- August 8, 2025, 14:47:26

rep | i czgesses Asie Ptitic (Mumttafjap-sontiel ., oo on g » External access summary - new info
: . R _ August 9, 2025, 17:15:58
b u k @ ttwakisawsvi Asia Paciic(Mumbal ap-eotth-l 1o sosoamy External access findings help you identify bucket
; - permissions that allow public access or access from
s3-twinkle-bucket-replica-v1 Asia Phcible fhydersbag) sy pi e i A other AWS accounts.
- - - ] =\ H
L south-2 (UTC+05:30)

August 9, 2025, 12:59:03

% I . = H iH i w o
twinkle-aws-bucket Asia Pacific (Mumbai) ap-south-1 (UTC+05:30)

.



aws 1] Q, Search

~— ssn

aws-twinkle-v4 (2355-6299-1793) v
twinkle

8 0@ @

Asia Pacific (Hyderabad) v

e Amazon S3 > Buckets » s3-twinkle-bucket-replica-v1

Amazon S3 <

General purpose buckets
Directory buckets

Table buckets

Vector buckets Preview

Access Grants

Access Points (General Purpose
Buckets, FSx file systems)

Access Points (Directory Buckets)
Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for S3

Block Public Access settings for

-

®@ # o

s3-twinkle-bucket-replica-v1 i

Objects

Objects (1)

@ [0 Copy S3 URI

Properties

Permissions Metrics Management Access Points

newly wuploaded f il

r_eplicatiole

T he
T he

0O copy,

s -
o w

( Createfolder ) § ? ,ﬂm

Objects are the fundamental entitie
others to access your objects, you'l

| Q. Find objects by prefix

Name

i B coffeejpg

e Amazon S3 > Buckets > s3-twinkle-aws-v1

Amazon S3 <

General purpose buckets
Directory buckets

Table buckets

Vector buckets Preview
Access Grants

Access Points (General Purpose
Buckets, FSx file systems)

Access Points (Directory Buckets)
Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for S3

Block Public Access settings for

4 Download Open [2 Delete
in Amazon S3. You can use Amazon 53 inventory [4 to get a list of all objects in your bucket. For
to explicitly grant them permissions. Learn more [2

(» Show versions 1 ]

v | Last modified v Size v | Storage class v

August 9, 2025,
ipg 17:42:48
(UTC+05:30)

https:

108.4 KB Standard

/ / www. yout ube.
Gl 4 0 @

Asia Pacific (Mumbai) »

. Go to ori

s3-twinkle-aws-v1 i ma nag¢g

Objects Properties Permissions Metrics Manaement Access Points
Objects (2)
@ [0 Copy S3 URI [0 Copy URL 4 Download Open [7 Delete

Create folder “i": c v

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For
others to access your objects, you'll need to explicitly grant them permissions. Learn more [4

Q, Find objects by prefix (P Show versions ) 3
Name A | Type v | Last modified v | size v | Storage class v
August 9, 2025,
| D beach.jpg ipg 17:26:02 858 KB Standard
(UTC+05:30)

v Acimiims v AAALD



aws-twinkle-v4 (2355-6299-1793) »

Sl ass Q, Sear : i (©) 3 Asia Pacific (Mumbai) twinkle
e Amazon S3 > Buckets > s3-twinkle-aws-v1 £l ®
a No litecycle rules
Amazon S3 < There are na lifecycle rules for this bucket.

( Create lifecycle rule )
General purpose buckets

Directory buckets C I i c k o E d i t R u I e

Table buckets

Vector buckets Preview REPlicatiOH rules (1) @ ( View details ) it rule ) ( Delete ) ( Actions ¥ ) ( Create replication rule )

Access Grants Use replication rules to define options you want Amazon 53 to apply during replication such as server-side encryption, replica ownership,
transitioning replicas to another storage class, and more. Learn more [?

Access Points (General Purpose
Buckets, FSx file systems)

Access Points (Directory Buckets) Replication Destination Destination = Replic
L Status Bkt Reaton Priority Scope Storage class S
Object Lambda Access Points futEname g
Multi-Region Access Points
el ek DemoReplica :\.Z:.rlgilse AE FaCs Same as Same
LEHIGHEPNIES diadll e :
Enabled Hyderabad 0 Entire bucket
IAM Access Analyzer for S3 (o] tionRule @ Enable Huckai (Hyderabad) ntire bucke R it
R— m\r‘l ap-south-2
ica-
Select rul e coev
k.- —_———" b
Block Public Access settings for
Al - v View replication configuration

Asia Pacific (Mumbai) »

= AmazonS3 > Buckets » s3-twinkle-aws-v1 > Replicationrules > DemoReplicationRule @ ﬂ @

Additional replication options

| Replication Time Control (RTC)
Replication Time Control replicates 99.99% of new objects within 15 minutes and includes replication metrics. Additional fees will apply. Learn more [2

Replication metrics

With replication metrics, you can monitor the total number and size of objects that are pending replication, and the maximum replication time to the destination Region. You can also view and diagnose
replication failures. CloudWatch metrics fees apply. Learn mare [_, or see Amazon CloudWatch pricing |3

AT Enable del ete marker replic

Delete markers created by 53 dWete operations will be replicated. Delete markers created by lifecycle rules are not replicated. Learn more [2

Replica modification sync
Replicate metadata changes made to replicas from the destination bucket to the source bucket. Learn maore B

https://www. youtube. com/ @t ec hwigt h
After that




aws-twinkle-v4 (2355-6299-1793) v

0 @ @2 Asia Pacific (Mumbai) = rwinkle

= AmazonS3 » Buckets > s3-twinkle-aws-v1 ® £ ©

s3-twinkle-aws-v1 i

Objects Properties Permissions Metrics Management Access Points c I | C k on d e I e t e

Objects (1/2) © ( Copy S3 URI ) ( Copy URL ) ( ¥ Download ) ( Open [2 ) lete ( Actions ¥ ) ( Create folder ) %

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [2

Q, Find objects by prefix (O show versions 1 @

B Name A | Type v | Last modified v | Size v | Storageclass v

August 9, 2025, 17:26:02

| [ beachjpg ipg (UTC+05:30) 85.8 KB Standard
A t 9, 2025, 17:42:48
[ [ coffeeipg ipg (1:?:505-30) 108.4KB  Standard ]

§Selec‘t F

.aW'% HH Search Alt+5] D. @ @ Asia Pacific (Mumbai) v

(¢

aws-twinkle-v4 (2355-6299-1793) v

twinkle

= AmazonS53 > Buckets » s3-twinkle-aws-vl > Delete objects ® ¥ @G

() Deleting the specified objects adds delete markers to them
If you need to undo the delete action, you can delete the delete markers. Learn more [%

Specified objects https://www. vyvoutube. com
| Q, Find objects by name

Name r's Type v Last modified v Size v

D coffee.jpg - iPg August 9, 2025, 17:42:48 (UTC+05:30) 108.4 KB

Delete objects?
Enter Del ete
To confirm deletion, type delete in the text input field.

( deletd ]

After t hat C
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Q ® 3 Asia Pacific (Mumbai) v T

= AmazonS3 > Buckets > s3-twinkle-aws-v1 ® £ @

s3-twinkle-aws-v1 i

Objects Properties Permissions Metrics Management Access Points

Objects (1) @ IO Copy 53 URI [0 Copy URL ¥ Download Open [2 Delete ( Actions ¥ )( Create folder ) 4 ?

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [? to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [%

Q, Find objects by prefix (O show versions 1 3

Name A | Type v | Last modified v | Size v | Storage class v

. : August 9, 2025, 17:26:02
beach. "
@ beach.jpg irg (UTC+05:30) 85.8 KB Standard

Now file is del et ed

aws-twinkle-v4 (2355-6299-1793) »
twinkle

= AmazonS3 > Buckets ht t ps : / / WWW. vout Ube . C Cprrfa/@

@ @ Asia Pacific (Mumbai) v

General purpose buckets Directory buckets

General purpose buckets (4) info » Account snapshot it
. @ [ Copy ARN Empty pelete ) (@ Create bucket
Ccl c k Yohn" , | | _
Buckets are containers for data stored in 53.

r e p I I cQ aad buckets by name 1 o Storage Lens provides visibility into storage usage
and activity trends.

Name A | AWS Region v | Creation date v
elasticbeanstalk-ap-south-1- At PaeiBe (Musmbiall ap-soane) August 8, 2025, 14:47:26
235562991793 bl (UTC+05:30) » External access summary - new info
_ e ; August 9, 2025, 17:15:58
3-twinkle-aws-v1 - > . ——
sa-twinde-aws vl Al Facihe (o) apriity1 (UTC+05:30) External access findings help you identify bucket

permissions that allow public access or access from

Asia Pacific (Hyderabad) ap- August 9, 2025, 17:23:04 other AWS accounts.

s3-twinkle-bucket-replica-v1 south-2 (UTC+05:30)

August 8, 2025, 12:59:03
{UTC+05-300

twinkle-aws-bucket Asia Pacific (Mumbai) ap-south-1
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© # °

aws o (e

L & @ @&

Asia Pacific (Hyderabad) =

1 =am

e Amazon S3 > Buckets > s3-twinkle-bucket-replica-v1

A Objects Properties Permissions Metrics Management Access Points
Amazon S3 L
General purpose buckets ObjECtS (0)
Directory buckets @ _ [0 Copy S3 URI [0 Copy URL ¥ Download Open [2 Delete

Table buckets
Vector buckets Preview
Access Grants

Access Points (General Purpose
Buckets, FSx file systems)

Access Points (Directory Buckets)
Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for 53

Block Public Access settings for

Create folder e

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [? to get a list of all objects in your bucket. For
others to access your objects, you'll need to explicitly grant them permissions. Learn more [

Q, Find objects by prefix

Name

Cl

& | Type

i c k

Show versions 1 e

v | Last modified v | Size v Storage class v

No objects

Y’(o'lonnmve any Sjerth thOzch

versi ons Gue)

e Amazon S3 » Buckets » s3-twinkle-bucket-replica-v1

Amazon S3 <

General purpose buckets
Directory buckets

Table buckets

Vector buckets Preview
Access Grants

Access Points (General Purpose
Buckets, FSx file systems)

Access Points (Directory Buckets)
Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for 53

Block Public Access settings for

aws-twinkle-v4 (2355-6299-1733) v

8 0 @

Asia Pacific (Hyderabad) v :
' twinkle

© # @6

coOo

@ 53 Copy S3 URI

Create folder r:

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [? to get a list of all objects in your bucket. For
others to access your objects, you'll need to explicitly grant them permissions. Learn more [%

[0 Copy URL ¥ Download Open [3

Q, Find objects by prefix @ show versions 1 €3
Name A | Type | Version D | Last modified | size | Storage class
WYLFTYBKHUVa August 9, 2025,
[ coffee.jpg Delete marker LB21KKvw0DZuG2 17:56:07 0B -
Bhc7wCc (UTC+05:30)
hPTWKBASGMuB August 9, 2025,
| L coffeejpg ipg YZxzQxcAsZhg1 17:42:48 108.4KB  Standard
GBNhCPC (UTC+05:30)

R
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twinkle

e Amazon S3 > Buckets » s3-twinkle-aws-v1

Amazon 53 <

General purpose buckets
Directory buckets

Table buckets

Vector buckets Preview

Access Grants

Access Points (General Purpose
Buckets, FSx file systems)

Access Points (Directory Buckets)
Object Lambda Access Points
Multi-Region Access Points
Batch Operations

IAM Access Analyzer for S3

Block Public Access settings for
this account

¥ Storage Lens
Dashboards

Storage Lens groups

BWES Mrnanizatinne cattinne

s3-twinkle-aws-v1 .

Objects Properties

Objects (3)

grant them permissions. Learn more [

i Q, Find objects by prefix

| Name A | Type

| [ beachjpg ipg
[ coffeejpg Delete marker
L[ coffeejpg ipg

Permissions

@ I Copy S3 URI

Objects are the fundamental entities stored in Amazon

Metrics

n-use

| version ID

ZmLuN89GUxitH
IcT2N85uoZHjOH
Akgna

WYLFTYBKHUVa
LB21KKvw0ZuG2
8he7wCc

hPTWKBASGMUB
YZxzQucAsZhgl
GBNhCPC

Her e
s howi

ent Access Points

y URL 4 Download Delete

Open [2 ( Actions w ) ( Create folder )
Amazon 53 inventory [A to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly

@) Show versions ;. B

| Last modified | Size | Storage class

August 9, 2025,
17:26:02
(UTC+05:30)

85.8 KB Standard

August 9, 2025,
17:56:07
(UTC+05:30)

August 9, 2025,
17:42:48
(UTC+05:30)

108.4 KB Standard
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S3 Storage Classes

Amazon S3 Standard - Gene
Amazon S3 Standard-1I1nfre
Amazon S3 One Zone-1nfre
Amazon S3 Gl acier nstan
Amazon S3 Gl acier -l exi b
Amazon S3 Gl acier Deep A
Amazon S3 I ntelligent Ti
Can move between c¢cl asses
Li fecycle configurations
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S3 Durability and Availability
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S3 Standard — General Purpose

»9 9. 99% Avail ability

»rUsed for frequently acce
»rLow | atency and high thr
»Sustain 2 concurrent fac

»rUs e Cas es: Big Data anal
applicati ons, content d i
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S3 Storage Classes — Infrequent Access
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Amazon S3 Glacier Storage Classes
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S3 Intelligent-Tiering

»S mal | monthly monitoring and
»Moves objects automatically |
us age

»There are no retrieval c har ge
»Frequent Access tier (automal
»I nfrequent Access tier (autol
30 days

» Archive | nstant Access tier
for 90 days

»Archive Access tier (optional
700+ days

»Deep Archive Access tier (op!
700+ days

https://www. youtube. co




S3 Storage Classes Comparison

Intelligent- Glacier Instant Glacier Flexible Glacier Dee
Standard : g Standard-IA One Zone-lA = . : ; P
Tiering Retrieval Retrieval Archive

Durability 99.999999999% == (11 9’s)

Availability 99.99% 99.9% 99.9% 99.5% 99.9% 99.99% 99.99%
Availability SLA 99.9% 99% 99% 99% 99% 99.9% 99.9%
Availability >=3 >=3 5=3 1 >=3 >=3 >=3
Zones

UE e None None 30 Days 30 Days 90 Days 90 Days 180 Days
Duration Charge Y Y ¥ y y
Min: Blliable None None 128 KB 128 KB 128 KB 40 KB 40 KB
Object Size

Retrieval Fee None None Per GB retrieved Per GB retrieved Per GB retrieved Per GBretrieved Per GB retrieved

https://aws. amazon

https://www. youtube




S3 Storage Classes — Price Comparison
Example: us-east-1

Standard Intelligent-Tiering | Standard-IA | One Zone-IA Glat:|er.|nstant Glac:er.F lotie Glacler.Deep
Retrieval Retrieval Archive

?;2:3(?; ;z?tmonth) $0.023 $0.0025 - $0.023 $0.0125 $0.01 $0.004 $0.0036 $0.00099
ig;ﬁoégog: GET: $0.0004
Retrieval Cost GET: $0.0004 GET: $0.0004 GET: $0.001 GET: $0.001 GET: $0.01 POST: 50.05
(per 1000 request) POST: $0.005 POST: $0.005 POST: S0.01 POST: $0.01 POST: $0.02 Expedited: $10 Standard: $0.10
Standard: $0.05 Bulk: $0.025
Bulk: free T
Expedited (1 -5 mins)
Retrieval Time Instantaneous Standard (3 - 5 hours) sm&‘::?:éﬁﬂ;;m)
Bulk (5 - 12 hours)
Monitoring Cost
(pet 1000 objects) 20.0025
httops / / a ws ama z ¢
httops /] / www. yout ube. c




S3 Storage Classes Hands On

e Amazon S3 > Buckets ® £ G

Amazon S3 <
General purpose buckets Directory buckets C |

General purpose buckets

Directory buckets e N S o \
General purpose buckets (4) info @ ([0 CopyARN ) ( Empty ) ( Delete )

Table buckets

Buckets are containers for data stored in S3.
Vector buckets Preview

Recees Granis Q Find buckets by name | <1 > @

Access Points (General Purpose Name A | AWS Region v | Creation date v
Buckets, FSx file systems)

~ elasticbeanstalk-ap-south-1-

Access Points (Directory Buckets) () 235562991793 Asia Pacific (Mumbai) ap-south-1 August 8, 2025, 14:47:26 (UTC+05:30)
bject Lambda A Point — - . su =
Object Lambda Access Points O s3-twinkle-aws-v1 Asia Pacific (Mumbai) ap-south-1 August 9, 2025, 17:15:58 (UTC+05:30)
Multi-Region Access Points
(O s3-twinkle-bucket-replica-v1 Asia Pacific (Hyderabad) ap-south-2 August 9, 2025, 17:23:04 (UTC+05:30)
Batch Operations
O twinkle-aws-bucket Asia Pacific (Mumbai) ap-south-1 August 9, 2025, 12:59:03 (UTC+05:30)

IAM Access Analyzer for S3

» Account snapshot it » External access summary - new i

Block Public Access settings for

( View dashboard )

https://www. youtube. coc




= AmazonS3 » Buckets » Create bucket G) E @

Create bucket i

Buckets are containers for data stored in S3.

General configuration

AWS Region
Asia Pacific (Mumbai) ap-south-1

Bucket type Info

© General purpose () Directory
Recommended for most use cases and access patterns. General purpose buckets are the original Recommended for low-latency use cases. These buckets use only the S3 Express One Zone
53 bucket type. They allow a mix of storage classes that redundantly store objects across storage class, which provides faster processing of data within a single Availability Zone.

multiple Availability Zones,

Bucket name Info Ent er BUC kEt Na n

[ s3-storage-classes-demo

Bucket names must be 3 to 63 characters and unique within the global namespace. Bucket names must also begin and end with a letter or number. Valid characters are a-z, 0-9, periods (.}, and hyphens (-). Learn
More [_3

Copy settings from existing bucket - optional

aws-twinkle-v4 (2355-6299-1793) v

B Q @ @ Asia Pacific (Mumbai) » A

= AmazonS3 > Buckets > Create bucket ® £ @

© Server-side encryption with Amazon S3 managed keys (SSE-S3)
) Server-side encryption with AWS Key Management Service keys (SSE-KMS)

() Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)
Secure your objects with two separate layers of encryption. For details on pricing, see DSSE-KMS pricing on the Storage tab of the Amazon S3 pricing page. g

Bucket Key
Using an 53 Bucket Key for SSE-KMS reduces encryption costs by lowering calls to AWS KMS. $3 Bucket Keys aren't supported for DSSE-KMS. Learn more [2

) Disable
© Enable

» Advanced settings https://www.youtube.com/@'

(D) After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

Click on




= AmazonS3 » Buckets » s3-storage-classes-demo-twinkle (©) #£1 @

s3-storage-classes-demo-twinkle i

Click on| upl

Objects Properties Permissions Metrics Management Access Points

Objects (0) © I3 Copy S3 URI ( [0 Copy URL ¥ Download _ Open [2 ' Delete ( Actions ¥ )( Create folder ) h

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [? to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [4

|. Q, Find objects by prefix | 2]
Name A | Type v | Last modified v | Size v | Storage class v

No objects
You don't have any objects in this bucket.

2 Upload

aws-twinkle-v4 (2355-6299-1793) v

Q @ {g} Asia Pacific (Mumbai) v Eort b de
= AmazonS3 > Buckets > s3-storage-classes-demo-twinkle > Upload ® #$ B
Upload .
Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon S3 REST API. Learn more [ C I i c k
Drag and drop files and folders you want to upload here, or choose Add files or Add folder. f | I e S i

Files and folders (0) Remove

All files and folders in this table will be uploaded.

| Q Find by name 1

Name v | Folder v | Type v | Size v

No files or folders

You have not chosen any files or folders to upload.

https://www. vyvoutube. co




aws = (q

— ams

aws-twinkle-v4 (2355-6299-1793) v

Asia Pacific (Mumbai) » 4
twinkle

= AmazonS3 » Buckets » s3-storage-classes-demo-twinkle » Upload

Files and folders (1 total, 108.4 KB)
All files and folders in this table will be uploaded.

| Q Find by name
Name v Folder
coffee.jpg -

Destination i
Destination

s3://s3-storage-classes-demo-twinkle [3

» Destination details

Bucket settings that impact new objects stored in the specified destination.

» Permissions
Grant public access and access to other AWS accounts

» Properties C

Specify storage class, encryption settings, tags, and more.

https:

v | Type

image/jpeg

ck o

n

/ / www. yout ube. com/ @t e c hWi

© # ©

( Add files ) ( Add folder )

Remove

v | size v

108.4 KB

properties

= AmazonS3

Buckets >

SPECITY SIorage CIEss, encryprion SeTtings, tags; ano more

Storage class infe

s3-starage-classes-demo-twinkle > Upload

umbai) ¥

Amazon 53 offers a range of storage classes designed for different use cases. Leam maore [# or see A an §3 pricing [4
Sel ect e N i | Meiing
Storage class Designed for Bucket type il il sl‘:oraga M”.“ h:ll.?hle and auto- Retrieval fees
Zones duration object size g
S t d | tiering fees
an ar ¢ h \
Standard rrequterltl}«r ac:gs?ed data (maore than once a Genera .3 i i :
month) with milliseconds access purpose
I A Per-object
Intelligent- Data with changing or unknown access General 53 fees apply for
Tiering patterns purpose objects »=
128 KB
Infrequently accessed data (once a month) General
-1, = 128K - Per-GB f
o Standard-1A iR T i i purpese =3 30 days ZBKB er-GB fees apply
Recreatable, infrequently accessed data ShnEL,
1A : 1 ind 12BK - Per-GB f |
Qnmsop (once a month) with milliseconds access anpose o D ceys 288 el feesapply
directory
Blacier Long-lived archive data accessed once a General
Instant 9 R 2 R 23 90 days 12BKB - Per-GB fees apply
quarter with instant retrieval in milliseconds purpose
Retrieval
Glacier
Flexible
. Long-lived archive data accessed once a year General
- = Par-
Restlaal with retrieval of minutes to hours purpose = BN ep i feesapply

(formerly



aws-twinkle-v4 (2355-6299-1793) v

Amazon 53 » Buckets » s3-storage-classes-demo-twinkle > Upload ® £l @

Precalculated value - optional

When you provide a precalculated value for a single object, 53 compares it to the value it calculates using the selected checksum functlon, If the values don't match, the upload will fail. Learn more E

| Enter value

The precalculated value must be a Baseb4 encoded string. It must not exceed 128 characters, and can contain only letters (a-z, A-Z), numbers (0-9), forward slash {/), plus (+), or equals (=).

Tags - optional

No tags associated with this resource.

Add tag

https://www. youtube. com/ @t e

Metadata - optional

Metadata is optional information provided as & name-value (key-value) pair. Learn more B

No metadata associated with this resource.

Add metadata

Cl i ck

= AmazonS3 > Buckets ) s3-storage-classes-demo-twinkle 0) £ @

s3-storage-classes-demo-twinkle .

Objects Properties Permissions Metrics Management Access Points

Obje:ts (1) @ 5] Copy S3 URI 0 Copy URL ¥ Download Open [A ) ( Delete ( Actions v ) ( Create folder )

Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [3

| Q Find objects by prefix L 1 1)
Name A | Type v | Last modified v | size v | Storage class v
[ coffeed irg August 9, 2025, 18:15:52 (UTC+05:30) 1084 KB Standard-1A

e
File is uploaded wi



= Amazon53 » Buckets » s3-storage-classes-demo-twinkle » coffee.jpg ® £ B

coffee.jpg Info (Iﬁ Copy S3 URI ) (i Download )( Open [2 ) ( Object actions w )

Properties Permissions Versions

Scroll

Object overview
Owner S3 URI
6acd0fafa0772484308a7e05f1d9d 182430f282d1238398ad4a09b1adaaedcf8 [0 s3://s3-starage-classes-demo-twinkle/coffee jpg
AWS Region Amazon Resource Name (ARN)
Asia Pacific (Mumbai) ap-south-1 I0) arn:aws:s3::53-storage-classes-demo-twinkle/coffee.jpg
Last modified Entity tag (Etag)
August 9, 2025, 18:15:52 (UTC+05:30) I0) b3b29d095d73d905171d1f5498e1e578
Size Object URL
108.4 KB I0 https://s3-storage-classes-demo-twinkle.s3.ap-south-1.amazonaws.com/coffee.jpg
Type
irg
h : [/ / b m/ @ h wi
- - tt ps. WWW. youtuwu e. co t ec W |
Nhiart manar + n
= AmazonS53 3 Buckets » s3-storage-classes-demo-twinkle 3 coffee.jpg ® £ O
Storage class

Amazon 53 offers a range of storage classes designed for different use cases. Learn more [3 or see Amazon S3 pricing [3

[ ]
Click

o
Server-side encryption settings int

Server-side encryption protects data at rest.

Encryption type info
Server-side encryption with Amazon 53 managed keys (SSE-53)

Checksums

Checksums are used for data integrity verification of new objects. Learn more [2

Checksum function Checksum type Checksum value
CRCE64NVME Full object 01 g222YeUWeZY=

Cris



aws-twinkle-v4 (2355-6299-1793) v

o (6) ] Asia Pacific (Mumbai) ¥

= AmazonS53 > Buckets » s3-storage-classes-demo-twinkle » Edit storage class

6] ®
or now I am selecting this| you

nd a new last-modified date. You can change the storage class without making a new copy of the object using a lifecycle rule. View copy restrictions and limitations [2

Edit storage class

This action creates a copy of the object with updated

Storage class

Amazon S3 offers a range of storage cl ned for different use cases. Learn more [? or see Amazon S3 pricing [3

Storage class Availability Zones Min storage duration Min billable object size N.w?“ormg S 2o Retvieval
tiering fees fees
Standard Fre(:|uentl§-r ac:els-'jed data (more than once a 53 i i} i i
manth) with milliseconds access
. it Data with changing or unknown access Per-object fees apply for
I - > . B
[ ° fikelligent-Tiering patterns 3 objects >= 128 KB
Standard-iA In_frequ_er_ﬁly accessed data (once a month) =3 30 days 128 KB } Per-GB fees
with milliseconds access apply
One Zone-1A Recreatable, infre_quenfh._r accessed data i 30 days 128 KB ) Per-GB fees
(once a month) with milliseconds access apply
-li hi -GB fi
Glacier Instant Retrieval tong llwc_l ar_c ot cata _acces?ed e_.n.ce 2 23 90 days 128 KB - Per-GbTees
quarter with instant retrieval in milliseconds apply
Glacier Flexible Retrieval Long-lived archive data accessed once a year .3 0 davs Per-GB fees
(formerly Glacier) with retrieval of minutes to hours N s apply
-li hi t h Per-GB f
Glacier Deep Archive Long-lived archive dal a accessed less than .3 180 days i ) er-GB fegs
once a year with retrieval of hours apply

aws-twinkle-v4 (2355-6299-1733) v

fa @ @ Asta Pacific (Mumbal] »

= AmazonS3 » Buckets > s3-storage-classes-demo-twinkle » Edit storage class ® # o
{formerly Glacier) with retrieval of minutes to hours s e apply
-l i Per-GB f

Glacier Deep Archive Long-lived anEhlve da.lta accessed less than .3 180 days . - er-GB fees

once a year with retrieval of hours apply

Noncritical, f ently accessed data with

pikin TeTY : Per-GB fees

Reduced redundancy milliseconds access (not recommended as 53 =3 - - - e

Standard is more cost effective) PRy

Specified objects https://www. youtube. co

Q, Find objects by name

Name a Type v Last modified v Size v Storage class v

B coffeejpg [3 irg August 9, 2025, 18:15:52 (UTC+05:30) 108.4 KB Standard-14

Additional copy settings

Don't specify settings Specify settings
e copied for object tags, metadata, server-side No settings are specified for ACLs object tags, metadata, server-side Spec Ty settings for ACLs, object tags, metadata, server-side encryption, and
anal checksums encryption, and additional checksums, x| al checksums.




Amazon S3 — Moving between Storage
Classes

} Y O u C a n t r a r\ - 1 + ' A N ~ kL 1 A ~ + -
between stord oo ‘

»For intreque  § [ sadn -
object, mo Vv ¢ . ! l
Standard | A 3 | itelligent Tiering I

» For archiwve 3 | Onezone

V4 \ A
don’ t need f =
move them tc I !
. . Glacier Flexible Retrieval r
Gl acier Dee:g; bkttt I

»Moving objec (53 {__Glacier Deep Archive_|
aut omated Uus il ng a L1 t ecycl e
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Amazon S3 - Lifecycle Rules
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Amazon S3 — Lifecycle Rules (Scenario 1)

Your application on EC2 <cre
profile photos are upl oade
thumbnails can be easily r
kept for 60 days. The sour
i mMmmedi ately retrieved for
the user can wai t up to 6
t his?

S3 source | mages can be on
configuration to transitio
S3 thumbnails can be on On
configuration to expire th

https://www. youtube. co




Amazon S3 — Lifecycle Rules (Scenario 2)
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Amazon S3 Analytics — Storage Class

Analysis
»He!p vou deci de @Swucket
objects to the 3
»rRecommendati ons )
Standard | A
»Does NOT wor k f . >
i S3 Analytics
Gl aci er
0 updat
.csvreport
t hour s >
v
| ™ oe | toageciass | Objcage
d Sstep 8/22/2022 STANDARD 000014 3
e Rul e s 8/25/2022 STANDARD 030-044 /

9/6/2022  STANDARD 120-149

https://www. youtube.cc




S3 Lifecycle Rules — Hands On

e Amazon S3 ® £ o

B

Amazon S3 <
General purpose buckets Directory buckets

General purpose buckets

Directory buckets G L S—— = : - ny
@ (Bamm) Com) Covee) (QRRERD
Table buckets eneral purpose buc (5) info K O Copy J \ Emmy ) | Dee )

Buckets are containers for data stored in S3.

Vector buckets Preview

Access Granits I. Q, Find buckets by name <1 > | 8
Access Points (General Purpose Name A | AWS Region v | Creation date v
Buckets, FSx file systems)
_— elasticbeanstalk-ap-south-1- . o y
i i P, Mumb - h-1 14:47:2 T i
Access Points (Directory Buckets) @) 235562991793 Asia Pacific (Mumbai) ap-sout! August 8, 2025, 7:26 (UTC+05:30)
Object Lambda A Point
e 3-storage-classes-demo-twinkle Asia Pacific (Mumbai) ap-south-1 August 9, 2025, 18:10:54 (UTC+05:30)
Multi-Region Access Points .
3-twinkle-aws-v1 Asia Pacific (Mumbai) ap-south-1 August 9, 2025, 17:15:58 (UTC+05:30)
Batch Operations g
O s3-twinkle-bucket-replica-v1 Asia Pacific (Hyderabad) ap-south-2 August 9, 2025, 17:23:04 (UTC+05:30)
IAM Access Analyzer for S3
H winkle-aws-bucket Asia Pacific (Mumbai) ap-south-1 August 9, 2025, 12:59:03 (UTC+05:30
Click” h'erme ANt F ; ’
Block Public Access settings for
S ‘ e Acamcae T | POl [ al mcemnm mvimn e s -maa

https://www. youtube.cc




e Amazon S3 » Buckets » s3-storage-classes-demo-twinkle ® £ @

Amazon S3 £

General purpose buckets

s3-storage-classes-demo-twinkle i

Cl i k on

C management

Directory buckets Objects Properties Permissions Metrics Management Access Points

Table buckets

Vector buckets Preview Objects ('])

sl © [0 Copy S3 UR 0] Copy URL + Download Open [7 ._ ( Delete |

Access Points (General Purpose

Buckets, FSx file systems)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4 to get a list of all objects in your bucket. For
others to access your objects, you'll need to explicitly grant them permissions. Learn more [2

Access Points (Directory Buckets)

Object Lambda Access Points

Multi-Region Access Points Q. Find objects by prefix & A )]
Batch Operations :
S ! Name A | Type v | Last modified v | size v | Storage class v
IAM Access Analyzer for S3
August 9, 2025,
(] D coffeejpg ipg 18:21:30 108.4 KB Intelligent-Tiering
(UTC+05:30)

Block Public Access settings for

aws-twinkle-v4 (2355-6299-1793) v

twinkle

e Amazon S3 > Buckets > 53-5t0rage-classes-demo-twinklh t t p S / / W WW. v o u t u b e . C @ rﬂ/

- a set of rules that define actions that Amazon S3 applies to a group of objects. Lifecycle rules run once per day.

@ View details ( Create lifecycle rule )

Use lifecycle rules to define actions you want Amazon S3 to take during an object's lifetime such as transitioning objects to another storage
class, archiving them, or deleting them after a specified period of time. Learn more [2

B & @

Asia Pacific (Mumbai) »

Amazon S3 <

General purpose buckets

Lifecycle rules ( Edit ) ( Delete Actions ¥

Directory buckets
Table buckets

Vector buckets Preview

Lifecycleru... | Status | Scope | Currentver... | Noncurrent... | Expiredobj... | Incomplet...

Access Grants

Access Points (General Purpose NG Eifecyjchy jia

Buckets, FSx file systems) There are no lifecycle rules for this bucket.

=it -ergey-¢ | e r

Click on ul e

Access Points (Directory Buckets)

Object Lambda Access Points

Multi-Region Access Points

Batch Operations Edit rule

Replication rules (0) © View details " Delete ) ( Actions ¥ ) ( Create replication rule )

IAM Access Analyzer for S3
Use replication rules to define options you want Amazon S3 to apply during replication such as server-side encryption, replica ownership,

transitioning replicas to another storage class, and more. Learn more [2

Block Public Access settings for I I | | I | I




= AmazonS3 > Buckets > s3-storage-classes-demo-twinkle > Lifecycle configuration > Create lifecycle rule ® £1 O

Create lifecycle rule
Lifecycle rule configuration Enter Li fec yc | e Ru e n
Lifecycle rule name
DemoRule
Up to 255 characters

Choose a rule scope
() Limit the scope of this rule using one or more filters

oApplytoallobiectsinthebucket_S e I e C t A p p I y t (0] a I I (0] bj e C t S i

/\ Apply to all objects in the bucket
If you want the rule to apply to specific objects, you must use a filter to identify those objects. Choose "Limit the scope of this rule using one or more filters". Learn more [4

[ I acknowledge that this rule will apply to all objects in the bucket.

= AmazonS3 > Buckets > s3-storage-classes-demo-twinkle » Lifecycle configuration » Create lifecycle rule ® £ ®

Lifecycle rule actions htt p S : //WWW y out u be. co

Choose the actions you want this rule to perform.

Transition current versions of objects between storage classes
This action will move current versions.

Sel ect t hi s

Transition noncurrent versions of objects between storage classes
This action will move noncurrent versions.

Expire current versions of objects
Permanently delete noncurrent versions of objects

[ ] Delete expired object delete markers or incomplete multipart uploads
These actions are not supported when filtering by object tags or object size.

/\ Transitions are charged per request
For a lifecycle transition action, each request corresponds to an object transition. For details on lifecycle transition pricing, see requests pricing info on the requests pricing

info on the Storage & requests tab of the Amazon S3 pricing page [2.

|| 1 acknowledge that this lifecycle rule will incur a transition cost per request

d



= AmazonS3 > Buckets > s3-storage-classes-demo-twinkle > Lifecycle configuration > Create lifecycle rule (O] £

Transition current versions of objects between storage classes
Choose transitions to move current versions of objects between storage classes based on your use case scenario and performance access requirements. These transitions start from when

the objects are created and are consecutively applied. Learn more [2 A d d t i t i
rans.i Il ons

Choose storage class transitions Days after object creation

Standard-1A v | | 30 | ( Remove )
Intelligent-Tiering v | | 60 | ( Remove )
Glacier Instant Retrieval v | | 90 | ( Remove )

'. iGlacier Flexible Retrieval (formerly Glacier) v | | 180 |
Glacier Deep Archive v | | 365 (-

(Cadateansition ) https://www. youtube. com/ @t ec hwi t

= AmazonS3 > Buckets > s3-storage-classes-demo-twinkle » Lifecycle configuration » Create lifecycle rule @ £ @

Transition noncurrent versions of objects between storage classes
Choose transitions to move noncurrent versions of objects between storage classes based on your use case scenario and performance access requirements. These transitions start from
when the objects become noncurrent and are consecutively applied. Learn more [4

Choose storage class transitions Days after objects become noncurrent Number of newer versions to retain -

| Standard-IA a | | Numberof days | St

[ Number of versions

No minimum storage duration
Can be 1 to 100 versions. All other noncurrent
One Zone-1A versions will be moved.

Recreatable, infrequently accessed data (once a month) with milliseconds
access

30 days minimum storage duration

Glacier Instant Retrieval

Long-lived archive data accessed once a quarter with instant retrieval in
milliseconds

90 days minimum storage duration

Glacier Flexible Retrieval (formerly Glauer) rrent version of an object is retained as a noncurrent version. For non-versioned buckets, Amazon 3
Long-lived archive data accessed once a ye

hours Gfacrer F[E:-:lbie Retrl;eva] (formerly
90 days minimum storage duration %S e I e C t G I a C i er f I e X i b I




= AmazonS3 > Buckets > s3-storage-classes-demo-twinkle > Lifecycle configuration > Create lifecycle rule @ ﬂ @

Transition noncurrent versions of objects between storage classes
Choose transitions to move noncurrent versions of objects between storage classes based on your use case scenario and performance access requirements. These transitions start from
when the objects become noncurrent and are consecutively applied. Learn more [%

Choose storage class transitions Days after objects become noncurrent Number of newer versions to retain -

Glacier Flexible Retrieval (formerl... ¥ | [9{1 :J Optionet

Number of versions :
Can be 1 to 100 versions. All other noncurrent

Enter 90 days

Add transition

Expire current versions of objects
For version-enabled buckets, Amazon 53 adds a delete marker and the current version of an object is retained as a noncurrent version. For non-versioned buckets, Amazon S3
permanently removes the object. Learn more [2

Days after object creation h t t p S ¢ / / WWW. y ou t u b e . cC O m/ @t e C h ‘

aws-twinkle-v4 (2355-6299-1793) v

twinkle

Q @ @ Asia Pacific (Mumbai) ¥

= AmazonS3 > Buckets > s3-storage-classes-demo-twinkle > Lifecycle configuration > Create lifecycle rule ® # @&

Expire current versions of objects
For version-enabled buckets, Amazon 53 adds a delete marker and the current version of an object is retained as a noncurrent version. For non-versioned buckets, Amazon S3

permanently removes the object. Learn more [4
e Enter days du
Days after object creation

700 now | am giywv

Enter days durati og
iving 700 days

Permanently delete noncurrent versions of objects

Choose when Amazon S3 permanently deletes specified noncurrent versions of objec more L
Days after objects become noncurrent

(700

Number of newer versions to retain - Optional

Number of versions

Can be 1 to 100 versions. All other noncurrent versions will be moved.

Review transition and exniratian actians



= AmazonS3 > Buckets » s3-storage-classes-demo-twinkle » Lifecycle configuration » Create lifecycle rule ® £ @

If you want the rule to apply to specific objects, you must use a filter to identify those objects. Choose "Limit the scope of this rule using one or more filters". Learn more [7]

| acknowledge that this rule will apply to all objects in the bucket.

Lifecycle rule actions
Choose the actions you want this rule to perform.

Transition current versions of objects between storage classes
This action will move current versions.

Transition noncurrent versions of objects between storage classes c h e c k

This action will move noncurrent versions.

t hes e

Expire current versions of objects

2 Permanently delete noncurrent versions of objects

[ ] Delete expired object delete markers or incomplete multipart uploads
These actions are not supported when filtering by object tags or object size.

/\ Transitions are charged per request
For a lifecycle transition action, each request corresponds to an ob)
requests tab of the Amazon 53 pricing page [4.

n. For details on lifecycle transition pricing, see requests pricing info on the requests pricing info on the Storage &

I acknowledge that this lifecycle rule will incur a transition cost per request
@ You must select the checkbox to acknowledge that you understand the costs associated with transitions.

= AmazonS3 > Buckets » s3-storage-classes-demo-twinkle » Lifecycle configuration > Create lifecycle rule ® £ @

R e e L LS R R R T A

d

Day 180
* Objects move to Glacier Flexible Retrieval (formerly Glacier)

4

Day 365
* Objects move to Glacier Deep Archive

3 https://www. youtube. com/ @t

Day 700
* Objects expire




Lifecycle Rule is created now

= AmazonS3 > Buckets > s3-storage-classes-demo-twinkle » Lifecycle configuration £ ®

(® The rule "DemoRule" has been successfully added and the lifecycle configuration has been updated

It may take some time for the configuration to be updated. Refresh the lifecycle rules list if changes to the configuration aren't displayed.

Lifecycle configuration
To manage your objects so that they are stored cost effectively throughout their lifecycle, configure their lifecycle. A lifecycle configuration is a set of rules that define actions that Amazon S3 applies to a group
of objects. Lifecycle rules run once per day.

Default minimum object size for transitions
All storage classes 128K

Lifecycte rules (1) @ [ View details } . Edit ) | Delete -

Use lifecycle rules to define actions you want Amazon 53 to take during an object's lifetime such as transitioning objects to another storage class, archiving them, or deleting them after a specified period of
time. Learn more [

| Q Find lifecycle rules by name . < N oD 83
Lifecycle rule name ¥ | Status v | Scope v | Currentversiona... ¥ | Noncurrentversi... ¥ | Expiredobjectde... ¥ | Incomplete multipar... ¥
() DemoRule () Enabled Entire bucket Transition to Standard-IA, Transition to Glacier Flexit - -

https://www. youtube. co




S3 — Requester Pays
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S3 Event Notifications
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S3 Event Notifications — IAM Permissions

“Version": “2012-18-17",
"Statement”: {
“Effect™: “Allow",
"Action™: “SNS:Publish®,
“principal”: {
"Service": “s3.amazonaws.com"
| 8
"Resource": "arn:aws:snsius-east-1:123456789012:MyTopic"”,
“Condition": {

LN

"ArnLike": { {

“aws:SourceArn”: “arn:aws:s3:::MyBucket" “Version": "2012-10-17",
}

3 “Statement": {
} "Effect™: “"Allow",
+ SNS Resource (Access) Policy "Action”: "SQS:SendMessage”,
"Principal”: {
“Service": "s3.amazonaws.com"
}l
______________________________________________________________________________________________ "Resource”: “arn:aws:sqs:us-east-1:123456789012:MyQueue”,
“Condition": {
"ArnLike": {
“aws:SourceArn”: "arn:aws:s3:::MyBucket"

XL

{ }
"Version": “2012-18-17", }
“Statement": { }

“Effect": "Allow",

“Action": “lambda:InvokeFunction", ¥ SQS Resource (Access) POIICV

"Principal®: {

Amazon S3

XL

"Service": “s3l.amazonaws.com"
h
“Resource: “arn:aws:lambda:us-east-1:123456789012:
function:MyFunction®”,
“Condition": {
"ArnLike": {

x “AWS:SourceArn™: “arn:aws:s3:::MyBucket"
Lambda Function }

}

;' Lambda Resource Policy

https://www. youtube. co




S3 Event Notifications with Amazon
EventBridge

events E All events rules . Over 18
AWS services

as destinations
Amazon S3 Amazon

bucket EventBridge

‘Advancedogtildmesy i migth JSON r
Si z e, name. . . )

‘Mul ti pl e Beesxt iSntaetpi oFnusnc t i on s
Firehose..

‘Event Bri dge Qapgabivlei,t iRegp | ay
del i very
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S3 Event Notifications Hands On

Go t o aw?Anvanzsoonl eS 3
=

Amazon S3 <

General purpose buckets Create a bucket

Directory buckets Amazon 53

Every object in 53 is stored in a bucket. To
Table buckets

Sto re a nd ret ri eve a ny a mou nt upload files and folders to S3, you'll need to

Vector buckets Preview

create a bucket where the objects will be stored.
Access Grants

of data from anywhere

Access Points (General Purpose
Buckets, FSx file systems)

Access Points (Directory Buckets)

Object Lambda Access Points

Multi-Region Access Points Pricing

Batch Operations

HOW it Works With S3, there are no minimum fees. You only
pay for what you use. Prices are based on the
location of your S3 bucket.

IAM Access Analyzer for 53

Estimate your monthly bill using the AWS
Simple Monthly Calculator [

Block Public Access settings for
this account

v Storage Lens

View pricing details [3

tps://www. youtube. coc




= AmazonS3 » Buckets > Create bucket ® #£ @
General l:om'lguratlon

AWS Region
Asia Pacific (Mumbai) ap-south-1

Bucket type Info

© General purpose () Directory
Recommended for most use cases and access patterns. General purpose buckets are the original 53 bucket Recommended for low-latency use cases. These buckets use only the 53 Express One Zone storage class,
type. They allow a mix of storage classes that redundantly store objects across multiple Availability Zones, which provides faster processing of data within a single Availability Zone.

Bucket name Info

( demo-twinkle-eventinotifications ]

Bucket names must be 3 to 63 characters and unique within the global namespace. Bucket names must also end with a letter or number. Valid characters are a-z, 0-9, periods [.), and hyphens {-). Learn Mare B

Copy settings from existing bucket - optional

Only the bucket settings in the following configuration are copied.

Enter bucket name

Format: s3://bucket/prefix

Object Ownership i

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists (ACLs). Object ownership determines who can specify access to objects.

[ © ACLs disabled (recommended) ] ‘ () ACLs enabled
= AmazonS3 > Buckets > Create bucket ® # G

USIduLL SHIL Y PLIVIT info
Server-side encryption is automatically applied to new objects stored in this bucket.

Encryption type info
© Server-side encryption with Amazon S3 managed keys (SSE-S3) h t t p S . / / W W W . V O LI t LI b e . C O

() Server-side encryption with AWS Key Management Service keys (SSE-KMS)

) Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)

Secure your objects with two separate layers of encryption. For details on pricing, see DSSE-KMS pricing on the Storage tab of the Amazon §3 pricing page. [2

Bucket Key
Using an 3 Bucket Key for SSE-KMS reduces encryption costs by lowering calls to AWS KMS. S3 Bucket Keys aren‘t supported for DSSE-KMS. Learn more [
() Disable

© Enable

» Advanced settings

{ () After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings. J

Click on cee=e=a)tuewb




Amazon S3 > Buckets @ E Q

® Successfully created bucket "demo-twinkle-event-notifications” ( Viewdetails ) X

To upload files and folders, or to configure additional bucket settings, choose View details.

General purpose buckets Directory buckets

General purpose buckets (6) it @ (10 copyARN ) ( Empty Delete ) (M » Account snapshot i ’
" - View dashboard
Buckets are containers for data stored in S3.
Q. Find buckets by name C I I C k on b Uudc . k % t Storage Lens provides visibility into storage usage and

activity trends.

Name | AwS Region v | Creation date v
O demo-twinkle-event-notific Asia Pacific (Mumbai) ap-south-1 ?L:I‘rg;f:);gozlﬂzs’ T » External access summary - nNew info
. .. Updated daily
o~ elasticbeanstalk-ap-south-1- ) N = August 8, 2025, 14:47:26 _
' 335562991793 Asia Pacific (Mumbai) ap-south-1 (UTC+05:30) External access findings help you identify bucket

permissions that allow public access or access from other
August 9, 2025, 18:10:54

() s3-storage-classes-demo-twinkle Asia Pacific (Mumbai) ap-south-1 (UTC+05:30) AWS accounts.
I i . . " August 9, 2025, 17:15:58
(J s3-twinkle-aws-v1 Asia Pacific (Mumbai) ap-south-1 (UTC+05:30)
= Amazon S3 » Buckets > demo-twinkle-event-notifications G) a @
demo-twinkle-event-notifications i
Objects Properties Permissions Metrics Management Access Points
Objects (0) @ [0 CopyS3URI ) ( IO Copy URL ( ¥ Download ( Open [2 _ Delete ) C Actions v) ( Create folder )

Objects are the fundament

stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them
permissions. Learn more [2

Q. Find objects by prefix

Name Type v | Last modified v | Size v | Storage class v

No objects
You don't have any objects in this bucket.

Click on propenties

https://www. yvoutube. com,

...



demo-twinkle-event-notifications i

Objects Properties Permissions Metrics Management Access Points S cro I OwNnhn

Bucket overview

AWS Region Amazon Resource Name (ARN) Creation date
Asia Pacific (Mumbai) ap-south-1 0] arn:aws:s3::demo-twinkle-event-notifications August 10, 2025, 12:37:08 (UTC+05:30)

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your Amazon 53 bucket.
With versioning, you can easily recover from both unintended user actions and application failures. Learn more [2

Bucket Versioning

Disabled

Multi-factor authentication (MFA) delete
An additional tayer of security that requires multi-factor authentication for changing Bucket Versioning settings and permanently deleting object versions. To modify MFA delete settings, use the AWS CLI, AWS SDK, or the Amazon 53 REST
API. Learn more [2

Olsabled https://www. youtube. com/ @t e

= AmazonS3 > Buckets > demo-twinkle-event-notifications ® £ 6

Event notifications (0) (" dit ) ( Detete ( Create event notification)

Send a notification when specific events occur in your bucket. Learn more [2

Name 4 Event types Filters Destination type Destination

No event notifications
Choose Create event notification to be notified when a specific event occurs.

( Create event notification )

Amazon EventBridge m

For additional capabilities, use Amazon EventBridge to build event-driven applications at scale using S3 event notifications. Learn more [? or see EventBridge pricing [2

Send notifications to Amazon EventBridge for all events in this bucket

or Click on

Transfer acceleration

Use an accelerated endpoint for faster data transfers. Learn more [2




= AmazonS3 > Buckets > demo-twinkle-event-notifications » Edit Amazon EventBridge

Edit Amazon EventBridge

Amazon EventBridge

For additional capabilities, use Amazon EventBridge to build event-driven applications at scale using S3 event notifications. Learn more [4 or see EventBridge pricing [3

Send notifications to Amazon EventBridge for all events in this bucket
) Off

OOn
l. Sel ect On

Af ter t hat

https://www. youtube. com/ @t ec hwi t

= Amazon SS > Buckets > demo-twinkle-event-notifications

(& Successfully edited event notifications.

Operation successfully completed.

Event notifications (0) Edit ) ( Delete ( Create event notification )
Send a notification when specific events occur in your bucket. Learn more [%
Name ) Event types Filters Destination type Destination

No event notifications
Choose Create event notification to be notified when a specific event occurs.

Click on
noti fication

Amazon EventBridge

For additional capabilities, use Amazon EventBridge to build event-driven applications at scale using S3 event notifications. Learn more [Z or see EventBridge pricing [2

Send notifications to Amazon EventBridge for all events in this bucket
On




= Amazon 53 > Buckets » demo-twinkle-event-notifications » Create event notification (0) £ @

Create event notification
To enable naotifications, you must first add a notification configuration that identifies the events you want Amazon S3 to publish and the destinations where you want Amazon 53 to send the notifications.

General configuration

'Enter t he event noti fi

Event name
[ DemoEventNotificatior] ]
Event name can contain up to 255 characters.
Prefix - optional
Limit the notifications to objects with key starting with specified characters.
images/
Suffix - optional
Limit the notifications to objects with key ending with specified characters,
4Pg
Event types
Specify at least one event for which you want to receive notifications. For each group, you can choose an event type for all events, or you can choose one or more individual events.
= AmazonS3 > Buckets » demo-twinkle-event-notifications » Create event notification @ £l @
Suffix - optional
Limit the notifications to objects with key ending with specified characters.
| .ipg
Event types
Specify at least one event for which you want to receive notifications. For each group, you can choose an event type for all events, or you can choose one or more individual events.
Object creation
All object create events [] Put
s3:0bjectCreated:* s3:0bjectCreated:Put

() Post
s3:0bjectCreated:Post

Sel ect t his O
== ,gg,ecm-eated:cnpv

[] Multipart upload completed
s3:0bjectCreated:CompleteMultipartUpload

https://www. youtube. co

Object removal

-



= AmazonS53 > Buckets > demo-twinkle-event-notifications > Create event notification @ £ @

Destination

(D Before Amazon S3 can publish messages to a destination, you must grant the Amazon S3 principal the necessary permissions to call the relevant API to publish messages to an SNS topic, an SQS
queue, or a Lambda function. Learn more [

Destination

Choose a destination to publish the

vent. Learn more E

Lambda function

Run a Lambe

a function script based on 53

SNS topic

Fanout messages to systems for parallel pro:

© 505 queue

Send netifications to an 505 queue to be read 8

Sel ect S QS Queue

Specify SQS queue
© choose from your 5QS queues
Enter 505 queue ARN

https://www. youtube. com/ @% ec hw

| Choose SQS gueue L

505 queue

aws-twinkle-v4 (2355-6299-1793) v [

@ O @ @ Asia Pacific (Mumbai) ¥ it
© # 6

Services

A

Features =

Resources #

Documentation ) C I i c k -

Knowledge articles ublish messages to an SNS topic, an SQS

View and manage your AWS service quotas from a central location
Marketplace

Blog posts
Events

Tutorials

Features

° B ; SMS

® AWS End User Messaging feature
Specify 5Q
© choose

Were these results helpful? 2
Enter 5 SQL Se

Launch Wizard feature

5QS queus




(@ 5QS fair queues is now available for standard queues. X

Automatically manage noisy neighbors in your queues with fair queues, a new feature that limits noisy neighbor impact across all message groups. Add a group identifier to
your messages, and 5QS re-orders messages to ensure no single tenant impact the time in queue for any other tenants.

AITIaZOI‘I SQS Get started

receiving and processing the message.

H = Learn how to use Amazon SQS by creating a
A m essa g e q U eU | n g SerV[ Ce queue, sending a2 message to the queue, and

Pricing (US)

You can get started with Amazon SQS for

How it wo rks free. All customers can make 1 million

Amaran SOS rennscte far froe sarh manth
= AmazonSQS > Queues > Create queue ® @&

Create queue

Details https://www. youtube. com/ @t ec hwi t h

Type
Ch = the queue type for your application or cloud infrastructure
=
© standard infe FIFQ Info
At-least-once delivery, message ordering isn't preserved First-in-first-out delivery, message ordering is preserved
+ At-least once delivery + First-in-first-out delivery
« Best-effort ordering + Exactly-once processing
-
(@ You can't change the queue type after you create a queue. J
Name

[ DemoS3Notification|

A gueue name is case-sensitive and can have up to 80 characters. You can use alphanumeric characters, hyphens derscores [ _ ).

Configuration i
Set the maximum message size, visibility to other consumers, and message retention.




= AmazonSQS > Queues > Create queue @ (¢}

Dead-letter queue - optional 1nfo
Send undeliverable messages to a dead-letter queue.

Set this queue to receive undeliverable messages.
© Disabled
) Enabled

Tags - optional info
A tag is a label assigned to an AWS resource. Use tags to search and filter your resources or track your AWS costs.

Key Value - optional

Q, Enter key Q Enter value |

Click on *Queue

You can add 49 more tags.

= AmazonSQS > Queues » DemoS3Notification ® ®
DemoS3Notification ( Edit ) ({Jelete ) ( Purge_) QSEﬂd and receive messages_) [ Start DLQ redrive :
Details s d
SQS Create Now

Name Type ARN

[C1 DemoS3Notification Standard [0 arn:awsisqs:ap-south-1:235562991793:DemoS3Notification

Encryption URL Dead-letter queue

Amazon SQS key (SSE-SQS) I0) https://sqs.ap-south- -

1.amazonaws.com,/235562991793/DemoS3Natification

b o https://www. youtube. com/ @t ec

Queue policies Monitoring SNS subscriptions Lambda triggers EventBridge Pipes Dead-letter queue Tagging Encryption Dead-letter queue redrive tasks

Adeass pallcy i Click on Ed c

Define who can access your queue,

{
"Version": "2012-10-17",
"Id": " default policy ID",




aws-twinkle-v4 (2355-6299-1793) v

3= o @ el Asia Pacific (Mumbai) ¥

twinkle

= Amazon5Q5 % Queues % DemoS3Notification % Edit ® ®

Access policy inro

perenmoanassrs =t h t t p.S . //WWW y outu be. co m/ @t e c hwitht

1{

2 "Version": "2012-18-17",

3 "Id": "__default_policy ID",

4 “Statement”: [

5 {

6 "5id": "__owner_statement”,

7 "Effect™: "Allow",

a "Principal®: {

9 "AWS": "arn:aws:iam::235562991793: root"
10 I

11 "Action": "5QS5:%",

12 "Resource"”: "arn:aws:sqs:ap-south-1:235562991793:DemoS3Notification”
13 }

14 |

15 }

Policy genera

Click on Policy Generator

Redrive allow policy - optional inte
Identify which source queues can use this queue as the dead-letter queue.

Select which source queues can use this queue as the dead-letter queue.
© Disabled
() Enabled

aws Browser Defauit ¥ AWS [2

AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) [? products and resources. For more information about creating policies,
key concepts in Using AWS Identity and Access Management [,

Step 1: Select policy type
A Policy is a container for permissions. The different types of policies you can create are an IAM Policy [%, an $3 Bucket Policy [?, an SNS Topic Policy [@, a VPC Endpoint Policy [, and an SQS
Queue Policy [4.

Type of Policy
IAM Palicy A
(al )
St[ 1AM Policy v ]

As! 83 Bucket Policy
SNS Topic Paolicy
VPC Endpoint Policy

. Select SAQS
&Cvlziueue Policy % Q

SQS Queue Policy

AWS




A statement is the formal description of a single permission. See a description of elements [4 that you can use in statements.

Effect
O Allow
() Deny

Enter Star here to all ov

Principal

*

Use a comma 1o separate multiple values.

Actions After t hat C i ck h

(] All Actions (**")

—~Select Actions-- - S e n d Me S S a g e

Amazon Resource Name (ARN)
[_] All Resources ("*")
ARN should follow the following format: arn:aws:sqs:${Region}.5{Account}.${QueueName). ma to separate multiple values.

» Add conditions (optional)

Add Statement

= AmazonS05 » Queues » DemoS3Notification » Edit
Access policy info

Define who can access your queue.

i {

2 “Wersion": "2812-18-17",

3  "Id": " default pelicy ID",

4  "Statement": [

5 {

6 "Sid": "__owner_statement”,

7 "Effect”: "Allow",

8 "Principal”: { C h H & P h
9 "AWS": “arn:aws:iam::235562991793:root" o p y t I s a S t e e r e
10 1

g i "Action™: "SQ5:*",

12 "Resource”: “arn:aws:sqs:ap-south-1:235562991793:DemoS3Notifi!

13 1

14 ]

15 }

Policy generator [2

Redrive allow policy - optnat 1 https://www. youtube. cor

Identify which source queues can use this queue as the dead-letter queue.

Select which source queues can use this queue as the dead-letter queue.
© Disabled
Enabled




Incognito

) Deny

Principal

*
Use a comma to separate multiple values,
Actions

| All Actions (")

| —Select Actions— v

SendMessage X

Amazon Resource Name (ARN)

| All Resources (")

arm:aws.sqs.ap-south-1:235562991793.DemoS3Notification

ARN should follow the following format: arn:aws:sgs:${Region}:${Account):5{QueusName}. Use a comma to separate multiple values.

» Add conditions (optional)

Add Statement

Click on Add Statement

Step 3: Generate policy

A policy is a document (written in the Accesq % awspolicygen.s3.amazonaws.com/pc L Incognito

» Add conditions (optiona a

https://www. youtube. com/ @

Statements added (1)

You added the following statements. Click the button below to Generate a policy.

Principal(s) Effect Action Resource(s) Condition(s) Remove

» Allow sqs:SendMessage arn:aws:sgs:ap-south-1:235562991793:DemoS3Notification None Remove
Step 3: Generate policy

A policy is a document (written in the Access Policy Language [2) that acts as a container for one or more statements.

Click on Generate Policy

This AWS Policy Generator is provided for informational purposes only, you are still responsible for your use of Amazon Web Services technologies and ensuring that your use is in compliance with
all applicable terms and conditions. This AWS Policy Generator is provided as is without warranty of any kind, whether express, implied, or statutory. This AWS Policy Generator does not modify the
applicable terms and conditions governing your use of Amazon Web Services technologies.

©2025. Amazon Web Services or its affiliates. All riahts reserved.



Policy JSON Document X

Click below to edit. To save the policy, copy the text below to a text editor. Changes made below will not be reflected in the
policy generator tool.

"Version": "2812-1@-17",
"Statement”: [
{
"sid": "Statementl",
“Effect": “"Allow",
"Principal™: "*",
"Action": [
"sgs:SendMessage”

1
2
3
4
5
6
7
8
2
e

]J

"Resource": “arn:aws:sqs:ap-south-1:235562991793:DemoS3Notification”

on i cy

1:1 JSON

This AWS Palicy Generator is pravided for informational purposes only, you are still responsible for your use of Amazon
technnlonies and ersuninn that vaor nze 12 in comnliance with all annlicahle terms and conditinns. This AWS Policy Gend ovided as is

[YCopy Policy
aws-twinkle-vd (2355-6299-1793) v &8

twinkle

= AmazonSQS » Queues > DemoS3Notification > Edit ® 6
An encryption key that Amazon 505 creates, manages, and uses for you

AWS Key Management Service key (SSE-KMS)
An encryption key protected by AWS Key Management Service [AWS KMS).

Access policy o
Define who can access your queue.

1¢
2 "Version": "2012-18-17",

3  "Statement™: [

B P t h
5 "5id": "Statementl"”, a s e

6 "Effect": "Allow",

7 "Preincipal™: "=,

8 "Action": [

9 "sgs:SendMessage”

10 1.

31 "Resource”: "arn:aws:sgs:ap-south-1:235562991793:DemoS3Notification”

12 }

13 ]

T )

https://www. youtube. co

Policy generator [A




= AmazonSQS > Queues > DemoS3Notification % Edit (0) ®

Identify which source queues can use this queue as the dead-letter queue.

Select which source queues can use this queue as the dead-letter queue.
© Disabled
Enabled

Dead-letter queue - optional 1nfo
Send undeliverable messages to a dead-letter queue.

Set this queue to receive undeliverable messages.
© Disabled
Enabled

Tags - optional 1nfo
A tag is a label assigned to an AWS resource. Use tags to search and filter your resources or track your AWS costs.

No tags associated with this queue.

You can add 50 more tags

aws-twinkle-v4 (2355-6299-

= AmazonS3 » Buckets » demo-twinkle-event-notifications » Create event notification @

Create event notification ...

To enable notifications, you must first add a notification configuration that identifies the events you want Amazon 53 to publish and the destinations where you want Amazon 53 to send the notifications.

« Loading

to event noti ficat.i

https://www. youtube. com/




= AmazonS3 » Buckets % demo-twinkle-event-notifications » Create event notification @ 1 @

Create event notification .

To enable notifications, you must first add a notification configuration that identifies the events you want Amazon S3 to publish and the destinations where you want Amazon S3 to send the notifications.

General configuration

M Af ter refresh ente

[ DemoEventNotificatior| ]

Event name can contain up to 255 characters.

Prefix - optional

Limit the notifications to objects with key starting with specified characters

. images/

Suffix - eptional

Limit the notifications to objects with key ending with specified characters.

4pPg

Event types

Specify at least one event for which you want to receive notifications. For each group, you can choose an event type for all events, or you can choose one or more individual events,

Object creation https://WWYV,youtube.Com/@teChWit

(| All object create events

= AmazonS3 » Buckets > demo-twinkle-event-notifications » Create event notification ® £l ®

Specify at least one event for which you want to receive notifications. For each group, you can choose an event type for all events, or you can choase one or more individual events.

Object creation
All object create events | Put
s3.0bjectCreated:* 53:0bjectCreated:Put
[] Post
Select this .
("] copy
s3:0bjectCreated.Copy
|| Multipart upload completed
s3:0bjectCreated:CompleteMultipartUpload
Object removal
[ All object removal events | Permanently deleted
s3:0bjectRemoved:* s3:0bjectRemoved:Delete
| Delete marker created
s3:0bjectRemoved:DeleteMarkerCreated
Object restore

Restore initiated
53.0bjectRestora:Post

[ ] All restore object events
s3:0bjectRestore*



= AmazonS3 » Buckets » demo-twinkle-event-notifications » Create event notification 0] £] @

Destination

(@) Before Amazon S3 can publish messages to a destination, you must grant the Amazon 53 principal the necessary permissions ta call the relevant API to publish messages to an SNS topic, an SQS queue, or a Lambda
function. Learn more [2

Destination
Choose a destination to publish the event. Learn more [4

() Lambda function
Run a Lambda function script based on 53 events.

Af ter t hat C

Fanout messages to systems for parallel processing or directly to people

0 505 qveue -Select SQS Queue save changes

Send notifications to an 505 gueue to be read by a se

Specify 5Q5 queue
© Choose from your SQS queues
() Enter SQS queue ARN C I
SQS queue

Choose SQS queue A
(a
[ DemoS3Notification

L&

Cancel

Amazon 53 » Buckets » demo-twinkle-event-notifications ® # 6

(@ Successfully created event notification "DemoEventNotification",
Operation successfully completed.

demo-twinkle-event-notifications i

Objects Properties Permissions Metrics Management Access Points c r e a t e d n O W

Bucket overview
AWS Region Amazon Resource Name (ARN) Creation date
Asia Pacific (Mumbai) ap-south-1 I arn:aws:s3::demo-twinkle-event-notifications August 10, 2025, 12:37:08 (UTC+05:30)

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your Amazon 53 bucket. With versioning, you can easily
recover from both unintended user actions and application failures, Learn more [3

suctat Vesiring https://www. youtube. com

Multi-factor authentication (MFA) delete
An additional layer of security that requires multi-factor authentication for changing Bucket Versioning settings and permanently deleting object versions. To modify MFA delete settings, use the AWS CLI, AWS SDK, or the Amazon 53 REST API. Learn nﬂ?_g

Disabled




S3 — Baseline Performance
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S3 Performance

Mul ti -Part uplSo3adl:r ansfer Acc
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use for files > 5GB8ile to an AWS =edge
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‘«Compatible with mult
Divide Parallel uploads
In parts

Fast Fast
D E D (public www) = (private AWS) ﬁ

| AmazonS.  File in USA Edge Location S3 Bucket
BIG file _
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S3 Performance — S3 Byte-Range Fetches

»rParall elize GETs by requ:
»rBetter resil i ence I N cas

Can be used to speed up downloads Can be used to retrieve only partial

data (for example the head of a file)

1 B | - (
| Byte-range request for header

Requests in parallel

https://www. youtube. coc
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S3 — Storage Lens
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Storage Lens — Default Dashboard
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Storage Lens — Metrics
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Storage Lens — Metrics
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Storage Lens — Metrics
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Storage Lens — Free vs. Paid
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I Z O ) Choose advanced metrics Access metrics in CloudWatch Generate insights for usage
categories to display in the without incurring separate metrics aggregated by top
< dashboard. CloudWatch metrics publishin prefixes
- 9

har Watch
Advanced metrics are not charges. See CloudWatc

)
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Advanced metrics categories
Specity which advanced metrics categories to display in the dashboard. Learn more [5

Activity metrics

. Generate metrics that show details about how your storage is requested, such a3 requests, bytes uploaded /downloaded, and errons
I a e aggregated by bucket

Detalled status code metrics - new
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Amazon S3 — Security
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Amazon S3 Encryption — SSE-S3

Encryption using keys handl e
Obj ect i' s encrypted server-s
Encryption type i1is AES-256

Mu s t setx-hhanmzdsrer'ver - si de"- enc
Enabled by default for new b

vV Vv Vv Vv Vv

- — !
—_— I
—_— "
—
I
1
|

4

User

8 upload : j——
HTTP(S) + Header + | Spcryption >

@g S3 Bucket

S3 Owned Key
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Amazon S3 Encryption — SSE-KMS

»rEncryption using keys handl e
i

Management Servioce)
» K MS advantages: user contr ol
»Obj ect S encrypted server S |

Mu s t setx -lhmanzdsrer'ver - si de-"enc

v

- — !
c— |
— I
]
1

8 upload | g
HTTP(S) + Header ! + | L > E

User

%P’El @ S3 Bucket

KMS Key
AWS KMS
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imitation
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Amazon S3 Encryption — SSE-C

»Server-Side Encryption us.
CcCustomer outsi de of A WS
»Amazon S3 does NOT store t
»HT TPS must be wused
»rEncryption key must provid
HT TP reques:t ma d e

2 :
HTTPS ONLY I + [ Encryption > E
User + Key in Header : @}
: S3 Bucket

Client-Provided Key
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Amazon S3 Encryption — Client-Side

Encryption

»Us e client | i braries swuch as
Li brary

» Cl i ents must encrypt data t hi
S 3

» Cl i ents must decrypt data t hi
Amazon S 3

»Customer fully manages t he ke

e I Encryption > % upload =1E _—
HTTP(S) 5 23]

> File :
(encrypted) | S3 Bucket

Client Key

https://www. youtube. co




Amazon S3 — Encryption in transit

(SSL/TLS)

»Encryption in f1light i S
»rAmazon S3 exposes e n
»HTTP Endpoint - nc @ ry
»HTTPS Endpoint - ¢ t i
»HTTPS 1 s recommen

»HTTPS is mandatory for S
» Mo s t cl i ents would use t

https://www. youtube. com,




Amazon S3 - Force Encryption in Transit
aws:SecureTransport

{
"Version": "2012-10-17",
"Statement": [
aws {
User e /CcOUNt B “"Effect": "Deny",
W‘ "Principal™: "x",
"Action": "s3:GetObject",
x/ S3 Bucket "Resource": "arn:aws:s3:::my-bucket/x"
. (my-bucket) “Condition": {
http @ — "8001": {
v i "aws:SecureTransport": "false"
User8 ¥ | Bucket Policy ,
}
}
]
b

https://www. youtube.cc




Amazon S3 Encryption Hands On

© 8 o

Amazon S3 <

General purpose buckets Create a bucket

Amazon S3

Directory buckets

Every object in S3 is stored in a bucket. To upload files
Table buckets

Sto re a n d retr] eve a ny a m O U nt Of and folders to 53, you'll need to create a bucket where

Vector buckets Preview

data from anywhere

Access Points (General Purpose
Buckets, F5x file systems)

the objects will be stored.

Access Points (Directory Buckets)

Object Lambda Access Points

Multi-Region Access Points Pricing
Batch Operations
How it works With S3, there are no minimum fees. You only pay for
AR Mctase Anaticenr. for 5 what you use. Prices are based on the location of your S3
bucket.

Estimate your monthly bill using the AWS Simple
Monthly Calculator [2

Block Public Access settings for
this account

v Storage Lens
9 View pricing details [3
Dashboards
Storage Lens groups

AWS Organizations settings

Dacnnirrac A

https://www. youtube. co




= AmazonS3 ) Buckets > Create bucket ®© # 6

Create bucket i+

Buckets are containers for data stored in 53.

General configuration

AWS Region
Asia Pacific (Mumbai) ap-south-1

Bucket type  Info

© General purpose Directory

re the original 53 bucket type. They allow a Recommended for low-laten

Recommended for and access pattemns, General purpose bucket

hin a single

faster processing of data v

mix of storage clas tore objects across multiple Availability

Bucket name Info

)

cters are 3-2, 0-9, periods (), and hyphens [-). Learn More [3

[ demo-e ncryption-twinkld

Bucket names must be 3 to 63 characters and unique within the global namespace. Bucket names must also begin and end with a letter or num

Copy settings from existing bucket - optional

Only the bucket zettings in the following configuration are copied. E n t e r b u d g e t n a m e

Fo

1at: 53://bucket/prefiz

Object Ownership into

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists (ACLs). Object ownership determines who can specify access to objects,

aws-twinkle-v4 (2355-6299-1793) v

aws

e

= AmazonsS3 > Buckets 5 Create bucket (0] £ ®

Bucket Versioning
Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restare every version of every object stored in your Amazon 53 bucket. With versioning, you can easily
recover from both unintended user actions and application failures. Lear 3 &

Bucket Versioning

(| Disable - -
o Enabl e bucket versioning
Tags - optional (0)

You can use bucket tags to track storage costs and organize buckets. Learn more [

No tags associated with this bucket.

Add new ta
-— https://www. youtube. co

Default encryption it

Server-side encryption is automatically applied to new objects stored in this bucket.

Encryption type Info
© Server-side encryption with Amazon $3 managed keys (SSE-53)
Server-side encryption with AWS Key Management Service keys (SSE-KMS)




= AmazonS53 > Buckets > Create bucket ® # @6

| mwu e way )

You can add up to 50 tags

Default encryption i

Server-side encryption is automatically applied to new objects stored in this bucket.

Encryption type Info
© Server-side encryption with Amazon 53 managed keys (SSE-S3)
() Server-side encryption with AWS Key Management Service keys (SSE-KMS)

') Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)
Secure your objects with two separate layers of encryption. For detafls on pricing, see DSSE-KMS pricing on the Storage tab of the Amazon 53 pricing page. E

Bucket Key
Using an 53 Bucket Key for S5E-KM5 reduces encryption costs by lowering calls to AWS KMS, 53 Bucket Keys aren't supported for DSSE-KMS Eg_iir_rﬂg[gg
Disable
© Enable h t t ‘ t b t
p S WWW. YV O U u e. com

» Advanced settings

( (@) After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings.

k e

#l 6

J
ck on C*Juc

G )

= Amazon53 > Buckets

@ Successfully created bucket "demo-encryption-twinkle"
To upload files and folders, or to configure additional bucket settings, choose View details.

General purpose buckets

Directory buckets

General purpose buckets (7) info @ IT1 Copy ARN Empty Delete » Account snapshot o -
View dashboard
Buckets are containers for data stored in S3.
Y Storage Lens provides visibility into storage usage and activit
| Q. Find buckets by nome 4 o) g P y 9 g Y
| trends.
Name A | AWS Region v | Creation date v

Asia Pacific (Mumbai) ap-south-1 August 10, 2025, 13:35:11 (UTC+05:30)

» External access summary - new inso

Updated daily

] Eubaiinnl masmge Bl ms bnalo dimis 2ok A e eptmin e dhn ek
= CALETEL aTIESS NNGINgs NE1P ¥Ou iGENtn'y OUTKSL PENMISsions tnat

Asia Pacific (Mumbai) ap-south-1 August 10, 2025, 12:37:08 (UTC+05:30)

August 8 2025, 14:47:26 (UTC+05:

allow public access or access from other AWS accounts.

s3-storage-classes-demo-twinkle

s3-twinkle-aws-v1

s3-twinkle-bucket-replica-v1

twinkle-aws-bucket Asia Pacific

August 9, 2025, 18:10:54 (UTC+05:30)
August 9, 2025, 17:15:58 (UTC+05:30)
August 9, 2025, 17:23:04 (UTC+05:30)
August 9, 2025, 12:59:03 (UTC+05:30)

Encryptd.i

(0

n

bucket i s cr



Amazon S3 — Default Encryption vs.

Bucket Policies

»SSE-S3
r

_.C_-.m
Ow—3>5
v =

w<

T

W< O T
cc=-

= VO X35

stored e
. o
»Opti ona v, Y a f or ce
and ref e an AP I c al | t o
encrypt n headers (SSE-KM
{ {
"Version": "2012-10-17", "Version": "2012-10-17",
"Statement": [ “Statement": [
{ {
"Effect": "Deny", “Effect”: "Deny",
"Action": "s3:PutObject”, "Action": "s3:PutObject”,
“Principal™: "x", “"Principal™: "x",
"Resource": "arn:aws:s3:::my-bucket/=", "Resource": "arn:aws:s3:::my-bucket/*",
“"Condition": { "Condition": {
"StringNotEquals": { "Null": {
"s3:x-amz-server-side-encryption": "aws:kms" "s3:x-amz-server-side-encryption-customer-algorithm": "true"
} }
} }
} }
] ]
} }

Note: Bucket Polici es are eval

https://www. yout ube. col




What is CORS?
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What is CORS?

| OPTIONS / |
i Host: www.other.com i
' Origin: https://www.example.com |

Preflight Request J

— E Access-Control-Allow-Origin: https://www.example.com é p————

— . Access-Control-Allow-Methods: GET, PUT, DELETE ‘ e—

— HTTPS Request II e e —

C—= Preflight Response
Web Browser
Web Server o Web Server
(Origin) | GET/ (Cross-Origin)
https://www.example.com i Host: www.other.com i https://www.other.com

E Origin: https://www.example.com "

_____________________________________ I

CORS Headers received already by the Origin
The Web Browser can make requests

https://www. youtube. co




Amazon S3 — CORS

» | f a ¢l i ent ma k e s a <Ccros
oucket, we need to enabl
’
»1't’ s a popular exam ques
»You can all ow for a spec
| GETfindexhtml :
| Host: http://my-bucket-html.s3-website.us-west-2.amazonaws.com | S3 Bucket
= @ (my-bucket-html)
. D (Static Website Enabled)
D index.htm| [
—= | GET images/coffeejog |
Web Browser ! Host: http://my-bucket-assets.s3-website.us-west-2.amazonaws.com E
| Origin: http://my-bucket-html.s3-website.us-west-2.amazonaws.com | S3 Bucket
! @ (my-bucket-assets)
A e — (Static Website Enabled)

https://www. youtube.cc




Amazon S3 CORS Hands On

aws-twinkle-v4 (2355-6299-1793) v

ya @ e Asia Pacific (Mumbai) ¥

twinkle

= AmazonS3 » Buckets ) twinkle-aws-bucket ® £ 6

twinkle-aws-bucket . Go to A WS Bucket

Objects Properties Permissions Metrics Management Access Points
Objects (3) @ [53 Copy S3 URI ] Copy URL ¥ Download Open [2 Delete
Objects are the fundamental entities stored in Amazon 53. You can use Amazon S3 inventory [@ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [2
Q. Find objects by prefix | (O show versions 1 @
Name a | Type v | Last modified v | Size v | Storage class v
(] [ beach.jpg irg August 9, 2025, 14:17:56 (UTC+05:30) 858KB  Standard
) [ coffeejpg ipg August 9, 2025, 13:10:00 (UTC+05:30) 108.4 KB Standard
] [ indexhtml html August 9, 2025, 14:29:43 (UTC+05:30) 597.0B  Standard

https://www. youtube. co




= AmazonS53 > Buckets > twinkle-aws-bucket > Upload ® £

Upload i

Add the files and folders you want to upload to 53. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon S§3 REST API. Learn more [2

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (0)  Remove ( Addfi ( Add folder )

All files and folders in this table will be uploaded.

Q. Find by name |

Name v | Folder v | Type v | Size v

No files or folders Click On d d f

You have not chosen any files or folders to upload.

Destination i
Destination

<5 il buce 2 https://www. voutube. com/ @t ec hw

» Destination details

Bucket settings that impact new objects stored in the specified destination,

= AmazonS3 > Buckets > twinkle-aws-bucket > Upload ® #1 6

Files and folders (2 total, 594.0 B) _ remove ) ((_addfites ) ( Add folder )
All files and folders in this table will be uploaded.

| Q, Find by name

]| Name v | Folder v | Type v | size v

[]  extra-page.html - text/html 69.0B
"1 index.html - text/html 52508

Destination info

Destination
s3://twinkle-aws-bucket [

» Destination details
Bucket settings that impact new objects stored in the specified destination.

» Permissions
Grant public access and access to other AWS accounts,

» Properties
Specify storage class, encryption settings, tags, and more.

Click o




= AmazonS3 > Buckets > twinkle-aws-bucket ® # @

twinkle-aws-bucket i l ick on properties

Objects Properties Permissions Metrics Management Access Points

Objects (4) @ (16 copyssuri ) (1A copyurt ) (& powntoad ) (_ open [2 ) ( petete ) (" Actions v ) (" create folder ) _

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [2 to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them
permissions. Learn mgrg_ﬂ

Q. Find objects by prefix | (P show versions <1 > | @
(] Name A | Type v Last modified v Size v ‘ Storage
class

[ [ beach.jpg ipg August 9, 2025, 14:17:56 (UTC+05:30) 85.8 KB Standard

() D coffeejpg jpg August 9, 2025, 13:10:00 (UTC+05:30) 108.4 KB Standard

| [ extra-page.html html August 10, 2025, 14:14:28 (UTC+05:30) 69.0B Standard

O [ indexhtml html August 10, 2025, 14:14:28 (UTC+05:30) 525.0B Standard
4 [

= AmazonS3 > Buckets > twinkle-aws-bucket ® £ @
Requester pays

Disabed https://www. youtube. com/ @t ec |

Static website hosting

Use this bucket to host a website or redirect requests. Learn more [2

(i) We recommend using AWS Amplify Hosting for static website hosting ( Create Amplify app [2 )
Deploy a fast, secure, and reliable website quickly with AWS Amplify Hosting. Learn more about Amplify Hosting [? or View your existing Amplify apps [2

S3 static website hosting
Enabled

Hosting type
Bucket hosting

Bucket website endpoint
When you configure your bucket as a static website, the website is available at the AWS Region-specific website endpoint of the bucket. Learn mare [%
’ﬁ http://twinkle-aws-bucket.s3-website.ap-south-1.amazonaws.com A

Click here on endpoi

-



ot secure (WINKIE-aWws-DUCKELS3-W ap-sou = l.amaZonaws.com

I love coffee

Hello world!

?-_:r ————y
bk |

l ndex page is showing witd!l

This extra page has been successfully loaded!

https://www. youtube. com/ @t e

= AmazonS3 > Buckets ® # @3
L3
General purpose buckets Directory buckets c I 1 C k on create
General purpose buckets (7) o @ O copyARN ) ( Empty ) ( Delete » Account snapshot it _
View dashboard

Buckets are containers for data stored in S3.

Q. Find buckets by name ¢ 1 @ Sto‘ra‘ge Lens provides visibility into storage usage and

! activity trends.
Name A | AWS Region v | Creation date v
- i i i - 4 August 10, 2025, 13:35:11

() demo-encryption-twinkle Asia Pacific (Mumbai) ap-south-1 (UTC+05:30) » External access summary - new info

7y : sE : _ ; August 10, 2025, 12:37:08

C demo-twinkle-event-notifications Asia Pacific (Mumbai) ap-south-1 (UTC+05:30) External access findings help you identify bucket

permissions that allow public access or access from other

} elasticbeanstalk-ap-south-1- : = ; August 8, 2025, 14:47:26 AWS accounts.

235562991793 Asia Pacific (Mumbai) ap-south-1 (UTC+05:30)

— 2 : R 3 August 9, 2025, 18:10:54

() s3-storage-classes-demo-twinkle Asia Pacific (Mumbai) ap-south-1

: 129 Ll ' (tusiibnl) aprsou (UTC+05:30)

- i it : August 9, 2025, 17:15:58

() s3-twinkle-aws-v1 Asia Pacific (Mumbai) ap-south-1 g

(UTC+05:30)
August 9, 2025, 17:23:.04

fTe AT A

(O s3-twinkle-bucket-replica-v1 Asia Pacific (Hyderabad) ap-south-2




= AmazonS3 » Buckets » Create bucket G) ﬂ @

Create bucket .+
Buckets are containers for data stored in S3.

First change vyour | ocation

General configuration

AWS Region
Asia Pacific (Hyderabad) ap-south-2

Enter name of bucket

)

Bucket names must be 3 to 63 characters and unique within the global namespace. Bucket names must also begin and end with a letter or number. Valid characters are a-z, 0-9, periods (.}, and hyphens (-). Learn
More [2

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Formats 55/ fbucket/prefs https://www. youtube. com/ @t e «

Bucket name Info

[ demo-other-origin-twinkld

= AmazonS3 > Buckets > Create bucket @ E C]

= Uncheck this

| Block all public acces
Turning this setting on is the Yeme as turning on all four settings below. Each of the following settings are independent of one another.

| Block public access to buckets and objects granted through new access control lists (ACLs)
S3 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access ACLs for existing buckets and objects. This setting doesn't change any
existing permissions that allow public access to 53 resources using ACLs.

[ ] Block public access to buckets and objects granted through any access control lists (ACLs)
S3 will ignore all ACLs that grant public access to buckets and objects.

| Block public access to buckets and objects granted through new public bucket or access point policies
S3 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any existing policies that allow public access to 53 resources.

|| Block public and cross-account access to buckets and objects through any public bucket or access point policies
S3 will ignore public and cross-account access for buckets or access points with policies that grant public access to buckets and objects.

A\ Turning off block all public access might result in this bucket and the objects within becoming public
AWS recommends that you turn on block all public access, unless public access is required for specific and verified use cases such as static website hosting.

| ackno ge that the current settings might result in this bucket and the objects within becoming public.

Check this

Bucket Versionin



= AmazonS3 > Buckets > Create bucket ® # @

Encryption type Info
© Server-side encryption with Amazon S3 managed keys (SSE-53)
() Server-side encryption with AWS Key Management Service keys (SSE-KMS)

() Dual-layer server-side encryption with AWS Key Management Service keys (DSSE-KMS)
Secure your objects with two separate layers of encryption. For details on pricing, see DSSE-KMS pricing on the Storage tab of the Amazon 53 pricing page. [3

Bucket Key
Using an S3 Bucket Key for SSE-KMS reduces encryption costs by lowering calls to AWS KMS. S3 Bucket Keys aren't supported for DSSE-KMS. Learn more E

() Disable
© Enable

» Advanced settings

[ () After creating the bucket, you can upload files and folders to the bucket, and configure additional bucket settings. }

= AmazonS3 > Buckets ® # @

@ Successfully created bucket "demo-other-origin-twinkle"

To upload files and folders, or to configure additional bucket settings, choose View details.

xternal access nndiNgs netp ‘
General purpose buckets (8) Info permissions that allow publig ks or access from

@ |_D Copy ARN . Empty .__} :.. Delete other AWS accounts.

Buckets are containers for data stored in S3.

Q, Find buckets by name < 1 > | &
Name A | AWS Region v | Creation date v C I I C k on \"}
O s3-twinkle-aws-v1 Asia Pacific (Mumbai) ap-south-1 ?J‘rggf:)?;)?m s
Asia Pacific (Hyderabad) ap- August 9, 2025, 17:23:04

() s3-twinkle-bucket-replica-v1

south-2 (UTC+05:30)

August 9, 2025, 12:59:03
(UTC+05:30)

oy

twinkle-aws-bucket Asia Pacific (Mumbai) ap-south-1

https://www. youtube. co
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= AmazonS3 > Buckets > demo-other-origin-twinkle ® £ &

Click on properties

demo-other-origin-twi

Objects Properti Permissions Metrics Management Access Points

Objects (0) @ ( O Copys3url ) ( IO Copy URL ) . ¥ Download ( Open [ Delete ( Actions ¥ )( Create folder )

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [4 to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [4

| Q Find objects by prefix < 1 o
Name A | Type v | Last modified v | size v | Storage class v

No objects
You don't have any objects in this bucket.

7 Upload

A @ 83 Asia Pacific (Hyderabad) v

= AmazonS3 > Buckets > demo-other-origin-twinkle ® £ @
w lly M VCIINICU WULRTLY,. LCaln inwun o u
Object Lock
Disabled

Requester pays

When enabled, the requester pays for requests and data transfer costs, and anonymous access to this bucket is disabled. Learn more [

Requester pays
Disabled

Static website hosting m

Use this bucket to host a website or redirect requests. Learn more [

$3 static website hosting
Disabled

Cl i
httops / / wWww. yout ube. com/ @t e
...

c k
c h

-0

n Ed)
wi thtw




= AmazonS3 > Buckets > demo-other-origin-twinkle > Edit static website hosting ® £ @G

SLALIL WELSILE HusLiry

Use this bucket to host a website or redirect requests. Learn more [

Static website hosting
() Disable

OEname’Click on Enable

Hosting type
© Host a static website
Use the bucket endpoint as the web address. Learn more [#

() Redirect requests for an object
Redirect requests to another bucket or domain, Learn more [?

(i) For your customers to access content at the website endpoint, you must make all your content publicly readable. To do so, you can edit the 53 Block Public Access settings for
the bucket. For more information, see Using Amazon 53 Block Public Access [4

RT— Enter l ndex. ht ml

Specify the home or default page of the website.

[ index.html J

Error document - optional Af t e r t h a t C I i C k O n

= AmazonS3 > Buckets > demo-other-origin-twinkle ® #£1 O

(® Successfully edited static website hosting. X

demo-other-origin-twinkle @@ Click on per missions

Objects Properties Permissions Metrics Management Access Points

Bucket overview

AWS Region Amazon Resource Name (ARN) Creation date

Asia Pacific (Hyderabad) ap-south-2 l_[:| arn:aws:s3::demo-other-origin-twinkle August 10, 2025, 14:32:38 (UTC+05:30)

Bucket Versioning

Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your
Amazon 53 bucket. With versioning, you can easily recover from both unintended user actions and application failures. Learn more [%

https://www. youtube. co

Bucket Versioning
Disahled




= AmazonS3 » Buckets > demo-other-origin-twinkle @ E] ®

Block public access (bucket settings)

Public access s granted to buckets and objects through access control lists {ACLs), bucket policies, access point policies, or all. In order to ensure that public access to all your S3 buckets and objects is blocked, turn
on Block all public access. These settings apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use
cases. Learn more [2

Block all public access

A Off . .

» Individual Block Public Access settings for this bucket C I 1 C k on e d | t
Bucket policy Edit ) |\r‘ Delete '

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more [4

No policy to display. \ T Copy _J

https://www. youtube. com/ @t echwi tht

e Amazon S3 > Buckets > twinkle-aws-bucket ® #¢ @
e A\ Off
Amazon S3 < » Individual Block Public Access settings for this bucket

General purpose buckets

Directory buckets

Table buckets Bucket policy ( Edit ) ( Delete )
Voctorbaidiets mmciii The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn
more [2 =
Access Grants
Access Points (General Purpose
Buckets, FSx file systems)
Access Points (Directory Buckets) { i SR . . 0 copy
"Version™: " -10-17",
Object Lambda Access Points “Statement”: [ T O m a k e I S I m e

Multi-Region Access Points { t h o
"Sid": "Statement1”, |

o
|
"Effect”: "Allow",

IAM Access Analyzer for S3 “Principal": "*, n e W O n e b
"Action”: "s3:GetObject”,

"Resource”: "arn:aws:s3::twinkle-aws-bucket/*"

Batch Operations

Block Public Access settings for
this account

v Storage Lens



= Amazon53 > Buckets » demo-other-origin-twinkle » Edit bucket policy ® 1 @

Edit bucket policy i

Bucket policy

( Policy examples L,":) ( Policy generator ﬂ)

The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn mare [#

Blg:f:::::ﬁ:xdemo-nmer-nrigin-minkl’ C o p y t h i S A R N

Policy
1wy
g "Version": “2012-18-17", Edit statement
3w “Statement”: [ P a S t e h e r e
av 1{
5 "sid": “"statementl”,

“"Effect”: "Allow",

5]

7 "Principal™: """,

8 "Action": "s3:GetDbject”.

9 "Resource”: "arn:aws:sB:::twinkle-aws-bucket!'# P a s t e o r
1@ 1

ARN" her e

Select an existing statement in the policy or
add a new statement.

Change

(_ + Add new statement )

= AmazonS3 » Buckets » demo-other-origin-twinkle » Edit bucket policy

[ [

O # @

OUL @ ISV SLOEET IS

( + Add new statement _)

httops:

/] / www. youtube. com/ @t ec hwi t

( + Add new statement )

JSON Ln12, Col1

Preview external access
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® Successfully edited bucket policy. X

demo-other-ori in-twink[e Info .
i ck on objects

Properties Permissions Metrics Management Access Points

Objects

Permissions overview

Access finding
Access findings are provided by IAM external access analyzers. Learn more about How 1AM analyzer findings work E

View analyzer for ap-south-2

Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to ensure that public access to all your 53 buckets and objects is blocked, turn
on Block all public access. These settings apply anly to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings below to suit your specific storage use
cases. Learn more [

= AmazonS3 » Buckets > demo-other-origin-twinkle ® £ O

demo-other-origin-twinkle .

Cl i

Objects Properties Permissions Metrics Management Access Points

Objects (0) @ ::' [0 Copy S3 URI I3 Copy URL ) :f:. + Download ' Open [2 ) Delete ( Actions ¥ ) ( Create folder )
Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to
explicitly grant them permissions. Learn more [4

Q, Find objects by prefix | {1 > | 8

Name A [ Type v Last modified v | Size v | Storage class v

No objects

You don't have any objects in this bucket.

https://www. youtube. c

.



= AmazonS3 » Buckets > demo-other-origin-twinkle > Upload ® # @

Upload Info

Cli k oin Ad.
Add the files and folders you want to upload to S3. To upload a file larger than 160GB, use the AWS CLI, AWS SDKs or Amazon S3 REST API. Learn more [
S

C

Drag and drop files and folders you want to upload here, or choose Add files or Add folder.

Files and folders (0) (" Remove ) dfites ) ( Add folder )

All files and folders in this table will be uploaded.

| Q, Find by name _ 1 >
Name v | Folder v | Type v | Ssize v

No files or folders

You have not chosen any files or folders to upload.

https://www. youtube. com/ @t

= AmazonS3 > Buckets » demo-other-origin-twinkle > Upload

Files and folders (1 total, 69.0 B) (" Remove ) C Add files ) ( Add folder )
All files and folders in this table will be uploaded.
| Q. Find by name { 1
[] | Name v | Folder v | Type v | Size v
[} extra-page.html - text/html 69.08

Destination it
Destination

s3://demo-other-origin-twinkle [3

P Destination details

Bucket zettings that impact new objects stored in the specified destination,

» Permissions
Grant public access and access to other AWS accounts.

Properties
Specify storage class, encryption settings, tags, and more.

Click omm=buswpl

-,
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demo-other-origin-twinkle .+

Objects Properties Permissions Metrics Management Access Points

Objects (1) @ 15 copys3url ) (I3 CopyURL ) (" & Download ) (" Open (2 ) ( Delete ( Actions ¥ ) ( Create folder ) -

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [2

| Q. Find objects by prefix | (1 > | B

[ 1] Name A | Type v | Last modified v | Size v | Storage class v

W @ extra-page.html html August 10, 2025, 14:50:30 (UTC+05:30) 69.0 B Standard

Click here

= AmazonS3 » Buckets » demo-other-origin-twinkle > extra-page.html @ £l @
extra-page_html Info (I_D Copy 53 URI ) ( + Download ) ( Open E) ( Object actions ¥ )
Properties Permissions Versions

Object overview

Owner S3 URI

6acd0fafa077a484308a7e05f1d9d18e430f282d1238398ad4a09b1adaae9cf8 [0] s3://demo-other-origin-twinkle/extra-page.html

AWS Region Amazon Resource Name (ARN)

Asia Pacific (Hyderabad) ap-south-2 [0 arn:aws:s3::demo-other-origin-twinkle/extra-page.html

Last modified Entity tag (Etag)

August 10, 2025, 14:50:30 (UTC+05:30) [0 €1914eec0805fbf08a08d3ebf4d4943d

Size Object URL

69.0B [0 https://demo-other-origin-twinkle.s3.ap-south-2.amazonaws.com/extra-page.html
Type

html

- Cl i ck here
I extra-page.html
i https://www. yvout ube. col

T-_.



This extra page has been successfully

e Amazon S3 > Buckets »

Amazon S3 <

General purpose buckets
Directory buckets

Table buckets

Vector buckets Preview
Access Grants

Access Points (General Purpose
Buckets, FSx file systems)

Access Points (Directory Buckets)
Object Lambda Access Points
Multi-Region Access Points
Batch Operations

1AM Access Analyzer for S3

Block Public Access settings for

this account S e I

¥ Storage Lens

loaded!

httops

/ / www. yout ube.

twinkle-aws-bucket

twinkle-aws-bucket i « Go to t hi s

Objects Properties Permissions
Objects (4)
@ I00 Copy S3 URI 0 Copy URL

{ & Download

Management

Open [2

Access Points

com/ @t

®© #£ ©

bucket

Delete '_ ( Actions ¥ ) ( Create folder )

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [2 to get a list of all objects in your bucket. For others to access your
objects, you'll need to explicitly grant them permissions. Learn more [2

Q. Find objects by prefix

[] | Name A | Type
(J D beach.jpg ipg
J D coffeejpg ipg
e C»I_'} P ef’a-Eage,html html
[(J [ index.html html

(» show versions

v | Last modified

August 9, 2025, 14:17:56
(UTC+05:30)

August 9, 2025, 13:10:00
(UTC+05:30)

August 10, 2025,
14:14:28 (UTC+05:30)

August 10, 2025,
1414-98 (1 ITr+N&ZN)

v | size

15 0B

v | storage class v
85.8 KB Standard
108.4 KB Standard
69.0B Standard
525.08B Standard



e Amazon S3 » Buckets > twinkle-aws-bucket (0] #£ 1 ®

a
Amazon 53 ¢ Objects Properties Permissions Metrics Management Access Points
L]
General purpose buckets C I I C k O n d e I e t
Directory buckets Ob]ecu (1 / 4J
Table buckets @ (||_:| Copy S3 URI) (lE[ Copy URL ) (_4_( Downloadj ( Open E,‘) ( Delete (A(tiuns v ) ( Create folder) -
Vector buckets Preview Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your
Nssai A F}bjects, you'll need to explicitly grant them permissions. Learn more [%
Access Paints (General Purpose | Q Find objects by prefix | B show versions <1 > @B
Buckets, FSx file systems) 5 )
B Name A | Type v | Last modified v | Size v | Storage class v
Access Points (Directory Buckets)
F i August 9, 2025, 14:17:56
i i h. .
Object Lambda Access Points J [ beachjpg ipg (UTC+05:30) 85.8 KB Standard
Multi-Region Access Points
o ' M foe.i ; August 9, 2025, 13:10:00 dird
Batch Operations ( [ coffeejpg ipg (UTC+05:30) 108.4 KB Standar
IAM Access Analyzer for S3 i
gust 10, 2025,
J ™ B .
[ @ D extra-pagehtml html 14:14:28 (UTC+05:30) 69.0B  Standard
. ) - ; August 10, 2025,
Block Public Access settings for [ D index.html html 14:14:28 (UTC+05:30) 525.08 Standard
this account
v Storage Lens
= AmazonS3 > Buckets > twinkle-aws-bucket > Delete objects ® £ @
k O TS J
(© Deleting the specified objects adds delete markers to them
If you need to undo the delete action, you can delete the delete markers. Learn more [?
SR ahgecs | https://www. yvoutube. com/
| Q Find objects by name
Name A Type v Last modified v Size v
[ extra-page.html [2 html August 10, 2025, 14:14:28 (UTC+05:30) 69.0B
Delete objects?

To confirm deletion, type delete in the text input field.

[ delete] J




It s howing thus ftern

404 Not Found

* Code: NoSuchKey

» Message: The specified key does not exist.
» Key: extra-page.html

* Requestld: 4DAMDB2G3HT331Y1

s Hostld: ZSMU67MKiPovKZkvvFneFrHvKHuoVzwGIkwcU6TUZmhSy49gWbEIMsnQZkL 7TKHKL XT45EIrsLqE=

C 2% demo-other-origin-twinkle.s3.ap-south-2.amazonaws.com/extra-page.htmi

This extra page has been successfully loaded!

Copy this other
bucket wurl & past
your i ndex file

https://www. yvoutube. com,




ﬁ q4 ° ec2-user-dal index. ® (] aF
File  Edit  View o A S
</body> |

<img src="coffee.jpg" width=500/>

<!-- CORS demo -->
<div id="tofetch"/>
<script>
var tofetch = document.getElementById("tofetch");

'Fetch('https://demo-other-origin-twinkle.53_H éere I n i ndex fil e

south—z.amazonaws.com/extra—page.htmlr)
.then((response) => {

" return response.text(); htt DS : //WWW y O ut ube. co m/

.then((html) => {
tofetch.innerHTML = html
});

</script> After saving re-upl oa:¢
</html>

= AmazonS3 > Buckets > twinkle-aws-bucket ® §f @

twinkle-aws-bucket .+

Objects Properties Permissions Metrics Management Access Points

Objects (3] @ [0 Copy 53 URI 1 Copy URL + Download Open [2 ) Delete | ( Actions ¥ ) ( Create Folder)

Objects are the fundamental entities stored in Amazon $3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them
permissions. Learn more [4

Q. Find objects by prefix | (D Show versions <1 @
Name A | Type v | Last modified v | Size v | Storage class v
: ” August 9, 2025, 14:17:56
beach. 85.8 KB Standard
O beachjpg irg (UTC+05:30) anda

: - August 9, 2025, 13:10:00
ffee. E
[ coffee.ipg irg (UTC+05:30) 108.4 KB Standard

August 10, 2025, 15:00:46

(UTC+05:30) \ 58708  Standard
Upl oaded new

[ index.html



& A\ Notsecure  twinkle-aws-bucket.s3-website.ap-south-1.amazonaws.com

Network

I love coffee

Hello world!

|

demo-other

Typeerror: Failed to fetch

e AmazonS3 > Buckets » demo-other-origin-twinkle @ E] @
&

R . demo-other-origin-twinkle mé Go to this bucket

General purpose buckets
Directory buckets Objects Properties Permissions Metrics Management Access Points

Table buckets

Vector buckets Preview objects (1) @ I? C© [0 Copy URL ¥ Download Open [7 Delete ( Actions w )( Create folder ) .. ‘;‘nm i

Access Grants

Objects are the fundamental entities stored in Al . You can use Amazon 53 inventory [3 to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly
Access Points (General Purpose grant them permissions. Learn more [3
Buckets, FSx file systems)

Q, Find objects by prefix
Access Points (Directory Buckets)

Object Lambda Access Points Name a | Type v | Last modified v | Size v | Storage class v

August 10, 2025, 14:50:30
(UTC+05:30)

Multi-Region Access Points

extra-page.html html 65.0B Standard
...... o L L

Batch Operations

| |l ick on per missi

Block Public Access settings for
this account

¥ Storage Lens
\ Dashboards

S https://www. youtube. com




